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CoBpemMeHHOe COCTOAHME UCCNeaoBaHUN U
Pa3paboTOK B 06/1aCTU aBTOMATUUYECKOTO
aHanM3a nporpamm

AneKcaHap lepacumos
NCI1 PAH



YTo Takoe owunbKa B nporpamme?

|[EEE 1044-2019 Standard Classification of Software
Anomalies

NIST. Software Error Analysis

Defect, anomaly, error, failure, fault... — mHoro repmmntos, mano
CMbIC/1A




YTo Takoe owunbKa B nporpamme?

« |EEE 1044-2019 Standard Classification of Software
Anomalies

- NIST. Software Error Analysis

Defect, anomaly, error, failure, fault... — mHOro TepmmnHos, mano
CMbICNa

Mporpamma gonKHa paboTaTb KOPPEKTHO

B COOTBETCTBMM €O cneuyudpuKaumemn.

S=CR ;



3ayem UCKATb OLLUOKN?

Common Vulnerabilities and Exposures (CVE)
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KpnTUyHOCTb OLLNOKMK

KpuUTUUHOCTb OLLMOKU onpeaenaeTca XapaKTrepom

aBTOMaTU3UPYEMbIX PYHKLUMA.
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LleHa ownbKM

Ariane 5: nepenonHeHune npu 3anucu 64 6muT B 16 BUTHYIO AYENKY

8 500 000 0005
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CToMmocTb ncnpaBneHua owWnbKn
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UcTopua

1. 1940-e: pmn3nyeckoe yaaneHme Hacekomblx - debugging
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UcTtopua

1. 1940-e: pmn3nyeckoe yaaneHme Hacekomblx - debugging

2. 1950-e: UHCneKunAa Koaa n TeCTUpoBaHue
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TecTupoBaHue

Py4yHoe
AcuepnbiBalollee
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TecTupoBaHue

TecTnupoBaHue nporpammbl MoOXKeT Becbma 3PpPeKTUBHO
NPOoAEeMOHCTPUPOBATb Ha/IMuMe OWnNBOK, HO 6e3HaaEXHO
HeaneKBaTHO ANA AEMOHCTPALUMN UX OTCYTCTBUA.

dacrep Bube [lenKcTpa
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TecTupoBaHue, UTO AanbLue?

ABTOMATUYECKOE NOCTPOEHME NOKPbLITUA

1975: InHammnyeckoe CMMBOJIbHOE UCMOJIHEHUE

1980-e: ®a33uUHT
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[ToKkpbiTUE KoAaa

ABTOMAaTUN4yecKoe
NOCTPOEHUE MOKPbLITUSA:
* Mo 6a3oBbiM B10Kam

S=CR
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[ToKkpbiTUE KoAaa

ABTOMaTUYeCKoe
NOCTPOEHME NOKPbLITUA:
* [1o 6a30Bbim B10KaMm
* [1lo ncxomam ycnoBHbIX
BblpaXXeHUM

S=CR
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[ToKpbiTUE KoAa

ABTOMaTHU4YecKoe
NOCTPOEHME NOKPbLITUA:
* [1o 6a30Bbim B10KaMm
* [1lo ncxomam ycnoBHbIX
BblpaXXeHUM
* [lo ncxogam

onepaHaoB YCNOBHbIX
BbipaxkeHuin (MC/DC)

S=CR

if(a || b){
}

a|T|T| F|F
b|T| F|T|F
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[ToKkpbiTUE KoAaa

ABTOMaTHU4YecKoe
NOCTPOEHME NOKPbLITUA:
* [1o 6a30Bbim B10KaMm
* [1lo ncxomam ycnoBHbIX
BblpaXXeHUM
* [lo ncxogam

onepaHaoB YCNOBHbIX
BbipaxkeHuin (MC/DC)

* [lo nytam

S=CR
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Pa33uHTr

YepHbIn AWMK CepbIi AWMK NMpo3payHbIi AWKK

[ceBaocnyyamHbie No moaenwu
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da33uHr: npobaembl

void foo(long x)
{
if ( x == 1234567)
{
abort () ;

}

P(1234567) = - = 0,000000000232831

4294967295
|
=S=CR
|
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®a33UHI: NPaAKTUKA

[TpmeHeHne cCaHUTU3aUnUn Koaa No3BONAET
HaUTU «TUXUE» ONDBKU

« AddressSanitizer

LeakSanitizer

MemorySanitizer

ThreadSanitizer

UndefinedBehaviourSanitizer

S=CR
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®a33UHI: UHCTPYMEHTDI

- Americal Fuzzy Lop

Radamsa

- Peach Fuzzing Platform

« Defensics

Syzkaller

ISP Fuzzer

S=CR
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IANHamMmun4yeckoe CMMBOJIbHOe
UCNosIHeHue

S=CR
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IANHamMmun4yeckoe CMMBOJIbHOe
UCNosIHeHue
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IANHamMmun4yeckoe CMMBOJIbHOe
UCNosIHeHue
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IANHamMmun4yeckoe CMMBOJIbHOe
UCNosIHeHue
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IANHamMmun4yeckoe CMMBOJIbHOe
UCNosIHeHue

Konnuectso nyten Ans aHaAu3a

e
KonnyecTBo yc/10BHbIX Nepexonos

mS=CR
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AunHamunyeckoe CumBoOabHOE
UCNONHEeHue

1975 — BnepBble AaHO ONUCaHMe MmeToaa
2005 — nepBble aBTOMATUYECKME UHCTPYMEHTDI

NpeA: ueneHanpaB/ieHHOE NOCTPOEHME TECTOBOIrO NOKPbITUA
NpPOrpammbi.

[Mpobnembl: HU3KaA NPOU3BOAUTENIBHOCTD.
[MpUYnHbI:
- 3amegneHune paboTbl NPOrpammbl U3-3a MHCTPYMEHTALUN

« BblCOKaA BblYUCAUTENbHAA CNOXHOCTb pelleHnAa 3a4au SMT

- Bonbloe KonnyecTso nyTten ANsa nccnegoBaHms, Yatle - ©°
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AunHamunyeckoe CumBoOabHOE
UCNONIHEeHUe

N3BecCTHble cpeabl aHanMn3a:

« KLEE
- S°E
e angr

« Anxiety

mS=CR
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Sage (Microsoft Research)

Impact: since 2007

- 200+ machine years (in largest fuzzing lab in the world)

- 1 Billion+ constraints (largest SMT solver usage ever!)

- 100s of apps, 100s of bugs (missed by everything else...)

- Ex: 1/3 of all Win7 WEX security bugs found by SAGE -
- Bug fixes shipped quietly (no MSRCs) to 1 Billion+ PCs

- Millions of dollars saved (for Microsoft and the world)

- SAGE is now used daily in Windows, Office, etc.
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CtaTuyeckun aHanus

1951 — Teopema Panca (lfeHpu lopgoH Paiic) o
HEBO3MOKHOCTU onpeaeeHna HeTPUBUAJIbHbIX
CBOMWCTB BbIYUCIUMbIX QYHKLNN.

Pacxoanmca...

S=CR
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CtaTuyeckun aHanus

1951 — Teopema Panca (lfeHpu lopgoH Paiic) o
HEBO3MOKHOCTU OnpeaesieHnAa HETPUBNANbHbIX
CBOMWCTB BbIYUCIUMbIX QYHKLNN.

1970-e: cutakcnyeckmne aHanmsartopbl (lint)

2000-e:
- Klocwork inSight
- Coverity Prevent
« Svace

S=CR
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UcTtopua

1. 1940-e: pM3mnyeckoe yganeHue Hacekombix - debugging

2. 1950-e: UHCneKumA Koga n TectTMpoBaHue

3. 1970-e: CtaHOapTbl KOAMPOBAHUSA N NMepBble UHCTPYMEHTbI
cTaTu4yeckoro aHasnusa (lint)

-

if (a == b) { if (a = b) {

S=CR
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CtaTuyeckun aHanus

char * cpabuf(char * buf){
char* p = NULL;

if ( strlen(buf)>0) {
if( buf [0] ==a" ){
p = malloc( strlen( buf ) + 1);
} else {
logerror(‘unexpected input’);

}
}

strcpy(p, buf);
return p;

S=CR
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CtaTuyeckun aHanus

char * cpabuf(char * buf){
char* p = NULL;

if ( strlen(buf)>0) {
if( buf [0] ==a" ){
p = malloc( strlen( buf ) + 1);
} else {
logerror(‘unexpected input’);

}
}

strcpy(p, buf);
return p;

}

S=CR
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CtaTnyeckmu aHanus

char * cpabuf(char * buf){
char* p = NULL;

if (strlen(buf)>0){
if( buf [0] ==‘a" ) {
p = malloc( strlen( buf ) + 1);
} else {
logerror(‘unexpected input’);

}
}

strcpy(p, buf);
return p;

}

mS=CR
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CtaTnyeckmu aHanus

char * cpabuf(char * buf){
char* p = NULL; // UHnumnanusauus

if ( strlen( buf)>0) {
if( buf [0] ==a" ) {
p = malloc( strlen( buf ) + 1);
} else {
logerror(‘unexpected input’);

}
}

strcpy(p, buf); // Peannsaums
return p;

}

mS=CR
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CtaTnyeckmu aHanus

char * cpabuf(char * buf){ void foo(){

char* p = NULL; // UHnumnanusauus
char * a = cpabuf(“allow”); // Ok

if ( strlen( buf)>0){
if( buf [0] == @’ ) { char * b = cpabuf(“deny”); // Error
p = malloc( strlen( buf ) + 1);
} else { }
logerror(‘unexpected input’);

}
}

strcpy(p, buf); // Peannsaums
return p;

mS=CR .



CtaTuyeckun aHanus

Mpobnembil:
- JloXHble npeaynpexaeHmna ob owmnbKax

- [lponyck owmnbok

[lpenmyuiecTBa:
[lpon3BOAUTE/IBHOCTb

MacwTtabupyemocTb

S=CR
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A 4
JdnHammnyeckni CTaTnyeckun
ABTOTECTb! ®asz3uHr
aHann3 aHa/n3
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KombuHupoBaHHble meToabl

[NpoBepeHHan
YyacTb

S=CR
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KombuHupoBaHHble meToAabl

mS=CR
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KombuHupoBaHHble meToAabl
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KombuHupoBaHHble meToAabl

« Fuzzing + lInHammn4yeckoe cMMBOJIbHOE
McnosiHeHue:

e Driller
e Crusher

- CTaTnyecknim aHaiu3 + AMHaMUyecKoe
CMMBOJIbHOE UCMOSIHEHUE

S=CR
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MaTtepuanbi

https://klee.github.io

https://s2e.systems

https://angr.io

https://github.com/google/AFL

https://github.com/shellphish/driller
https://www.synopsys.com/software-integrity/security-testing/static-analysis-sast.html|
https://www.synopsys.com/software-integrity/security-testing/fuzz-testing.html
https://www.perforce.com/products/klocwork

https://www.ispras.ru/technologies
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https://www.synopsys.com/software-integrity/security-testing/fuzz-testing.html
https://www.perforce.com/products/klocwork
https://www.ispras.ru/technologies

KOHTaKTbI

AneKkcaHgp lepacnMmos

NCI1 PAH
https://www.ispras.ru/groups/sp/staff.php

https://www.linkedin.com/in/alexander-

gerasimov-9334767b/
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