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« Pabotato B Digital Security

— Ayoutop Vb

— ZeroNights
e [lounck yassumocten (Yandex, Mail.ru, VK.com, Google...)
o [Nnwy Ha Xabpaxabp, xypHan «Xakep» - BeLove

 Cnukep — OWASP RU/Europe, BlackHat 2014, Hack in Paris
2014, ZeroNights, CodeFest, PUT++ n gpyrne

* Cneunanunsunpytocb Ha Beb-TEXHOMOIUSAX

2003—2015, Digital Security



'JJ Digital
/' Security
O yem rosopum cneayrouwne 30 MUHYT?

— YA3BMMOCTM Ha KPYMHbIX NOPTanax U B
COBpPEeMEHHbIX TEXHO1I0rMAX (M noaxoaax)

— TexHonornm, KotTopble AO0/IKHbI OblIN 3aALLNTUTD
OT 3T0ro (HO He cmor/n)

© 2003—2015, Digital Security
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XSS (MmeXKcanToBbIM CKPUNTUHT) — aTaKYIOLWMIN MOXKET
BHeapwuTb cBou JS koa n ob6omntn SOP

© 2003—2015, Digital Security
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XSS

NMpumep:

1) NMonb3oBaTenb BBEN AaHHble, OTNpaBua Gopmy
<scri pt>al ert (docunent. donai n) </ scri pt>
2) B oTBeTe A0NKHO ObITH
&t;script&gt;alert(l)&t;/scripté&gt;

3) Ho otoaeTca BHegpeHHbIn HTML/JS
<scri pt>al ert (docunent. donai n)</scri pt>

$5000 — ma XSS googl e. com

© 2003—2015, Digital Security
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XSS

Kaszanocb bbl, 3awmTa:
— MNpeobpaszyem HTML cywHOCTU M HE naém BHEAPATb
T3 NO/1Ib30BaTENIO

Mpobnema:

— Cnyyaes, rae MOXKHO AOoMNyCTUTb YA3BMMOCTb, HAMHOTO
bonblle

© 2003—2015, Digital Security 6
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XSS

Cnydaun #1 — BoamoKHOCTb noacTtaHoBKM URL
1)Osxkunpaanock http://example.com
2)Moactasnaerca | avasript:alert(1);

<a href=*javascript:alert(1)”>ny honme page</a>

© 2003—2015, Digital Security
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XSS

Cnyyan #2 — BHegpeHune 6e3 HTML 1aros

<scri pt>
var id = {{USER ID}}; // some code using id, say:
[/ alert("Your user IDiIs: " +id);

</script>

© 2003—2015, Digital Security
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XSS

Cny4yan #3 — XSS B umenHun panna

PeanbHbIM cnyyanm mn3 xmn3uHu: XSS B noute Mail.ru
1) Co3paem nokanbHbIM dpann <img src=x onerror=alert(1)>.jpg
2) OTnpaBnaem nNoab30BaTe/tO B areHT (Ha camnTe)

3) Mpu nony4yeHun BbiBoaMUTCA UMA pamna -> XSS
https://hackerone.com/reports/54723

© 2003—2015, Digital Security 9



'JJ [S)(i—‘:gcifl?ilty —_—

XSS

https e mail.rufagent/archive

——

© 2003—2015, Digital Security
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XSS

Automatic Context-Aware Escaping in Template Systems

- 3a pa3paboTymKka onpeaensiem MecTto NoACTaHOBKM
AaHHbIX OT No/ab30BaTeNA

- MpuMmeHUusem HyKHbI PUNLTP

MountaTtb M NnonpoboBaThb

— https://googleonlinesecurity.blogspot.ru/2009/03/reducing-xss-by-way-of-
automatic.html

— http://webblaze.cs.berkeley.edu/papers/csas-ccs1l.pdf

— http://google-ctemplate.googlecode.com/svn/trunk/doc/auto escape.html

© 2003—2015, Digital Security
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NcKkntodaeT M 310 XSS aTtakn?
HerT!




lll» gggﬁmy

3agayva: oTpeHaepuTb b6e3 wabnoHM3aTopa Ha cepBepe

docunent . wite("Site is at: " + docunent.!|ocation. href);

http://victim.com/action#<script>alert('xss')</script>

Ecmb nonsimku peweHus - https://github.com/cure53/DOMPurify

© 2003—2015, Digital Security
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XSS via HOST Header

XSS 6e3 wabnoHm3aTopa

Request Response
Params Headers Hex Headers Hex HTML Render
GET /cse/tools/create onthefly HTTP/1.1 <textaresa cols="75" rows="8" readonly="readonly" wrap="off">
Host: www.google.com:443/</textarea><script>alert(l)</script>
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.10; rv:i35.0) <f-- Use of tHls code assumes agreement witH the Google Cusiom
Gecksn /20100101 Firefox/35.0 Search Terms of Service. —->
Accept: </-- The terms of service are available at
text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8 Aitp:srvww, google. comedd i /< textarear<scriptralertyl}</script>/cs
Accept-Language: en-GB,en;g=0.5 e /docs/tos. atml -->
Accept-Encoding: gzip, deflate <form name="gse" id="searchbox demo"
Connection: keep-alive action="http://www.google.com/cse">
<input type="hidden" name="cref" walue="" />
<input type="hidden" name="ie" value="utf-8" />
<input type="hidden" name="hl" wvalue="" />

<input name="q" type="text" size="40" />

<input type="submit" name="sa" value="Search" />

</ form>

<gcript type="text/javascript"
src="https://www.google.com:443/</textarea><scriptralert(l)</scri
pt>/cse/tools/onthefly?form=searchbox demokamp; lang="></script>
</textarea><br />

<span class="gray">Use of this code assumes agreement with

the Google Custom Search <a

href="/ase/docs/+tos.h+tml "

http://blog.bentkowski.info/2015/04/xss-via-host-header-cse.html
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Content Security Policy
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CSP

X-Content-Security-Policy: script-src js.exanple.com

@ Refused to lpoad the script "http:/fevil.comfevil.}s’' because 1t violates
the following Content Security Policy directive: “script-src 'self!'
https: //fapls.google.com”.

> |

EH = Q @ <topframe> % <page context> @1 'ﬂf;;

© 2003—2015, Digital Security
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CSP

Mpobnemoi:
e N36aBUTbCA OT inline js o4eHb C/I0XKHO (HO BO3MOXKHO)

* BaWTAUCTUHI AOMEHOB — He camasi TPMBMaIbHaA 334343

© 2003—2015, Digital Security
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CSP

O6xop, CSP:

e 3arpy3Kka ¢annoB Ha gomeHoB 13 whitelist (B cooblieHmax, noyte
nT.n.)

e lcnonb3oBaHue $panioB C pa3pelleHHbIX JOMEHOB, HAaNpMmep
Google CDN

© 2003—2015, Digital Security
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CSP

KoHkypc oT @cure53 — obxog CSP, ycrosus:
 [1na JS paspelueH TonbKo ajax.googleapis.com
e EcTb Inline BHeOpeHue

PelleHue:

* [logkntoueHne yassmumon sepcum AngulardS

ng- app" ng-csp ng-click=%event.view. al ert(1337) >
<Script src=

/ | a] ax. googl eapi s. cont aj ax/ |1 bs/angul arjs/1.0. 8/
angul ar. ) s>

</script>

2003—2015, Digital Security
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OAuth — OTKpbITbIN NPOTOKOST aBTOPU3aLMN, KOTOPbIN
NO3BONSET NPeaoCTaBUTb TPETLEU CTOPOHE OrpaHUYeHHbIV
OO0CTYN K 3alUULLEHHBIM pecypcaM rnosb3oBartensa 6e3

HeobXxoAMMOCTU NepenaBaTb €N (TPETbLEU CTOPOHE) NOMUH U
naponb.

© 2003—2015, Digital Security
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Atakyem Digital Ocean

Peanmnsauma OAuth: Ruby on Rails + Doorkeeper




Digital

Security —

)

Go back to Apps & API Page

Application name

Application homepage

Application description

Application callback URL

o Your application's callback URL. Read our QAuth documentation for more information

Register Application

© 2003—2015, Digital Security
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Authorize Application

Hey habr would like permission to access your account: sergeybelove@gmail.com

Review Permissions
Hey habr

Yo

e Read

Visit application website

© 2003—2015, Digital Security
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BekTop:
e Co3paem cBoOe NpUNOXKeHUe B naHenm
e Yepe3 CSRF aTtaky popcmnpyem yCTaHOBKY NPUIOKEHUA

e [loxmnuwaem TOKEH NOMHOIO AOCTYNa K aKKayHTy

Cmamyc: ucnpaesneHo

http://habrahabr.ru/company/dsec/blog/246025/

© 2003—2015, Digital Security 25
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HaxoaaT nm ToXKe camoe B KaCTOMHbIX pewleHmnax? [al
e Microsoft Hotmail

e $24000
e ABGCONIOTHO aHA/IOTNYHbIN BEKTOP

https://www.synack.com/labs/blog/how-i-hacked-hotmail/

© 2003—2015, Digital Security 26
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Open Source — He rapaHTUpyeT 6€30MnacHOCTb

© 2003—2015, Digital Security
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O6¢dycKauusa
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Mpumep U3 Hawen NPaKTUKKU

MobwunbHoe npunoxeHmne SAP Afaria — MDM
peleHne ana KoOMnaHum

© 2003—2015, Digital Security
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-0 oh || tdass |mdass |ddass | cdass |axdass |bb.dass | bfdass | bidass | bkdass x| |
* E ‘T ' ]pa:kaqe com.Android.Afaria.applisc; |
&4 E
#- ] 2k # import android.app.Notification;
£} [Jl al |
w4 am lpublic class bk
®-[J) an extends Handler
& L’.]. 20 implements ag
- ap H

@ o private static int & = -205306368;

private int b;

4] ar i .

private ¥ c;
& Lf.: & private boolean d:
-] at private DownloadService e;
B au private File £:
& @ ay private Notificatien g:
@[3 aw private int h;
i ax private RemoteViews 1;
w4 ay private long 3:
y - private long k;
e !{- o private String 1:
#-Ul b private String m;
- [3) ba private int n:
®- 1] bb private int o;
12 ?: be
w-[1) bd public bk{DownloadService paramDownloadService, ¥ paramw)
-4 be {
w0 bt this.e = paramDownloadService;
s this.c = paramw;
- by this.b = 0;
-4 bh this.n = 0;
@-[7) bi this.m = "7;
3[4 b this.l = **;
oRny bk | this.o = paramw.D;
@ [0 bl ]
#- 4] bm
-0 bn ]:r.wate void a(int paraaInt)
‘ 131:" Message.obtain(this, paramlnt).sendToTargec():
-4 bp
;- [1] bg }

L’...\' br 2 Error ¢/

B3 bs private static String b(int paramInt)
-4 bt [

w1 bu

[ L’j bv

- ) bx

@[ by

[ L_j bz

[t} Q. c

®-4) ca

@[3 b

- cc

4] ed

- [4] ce - |
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[MepexsaTbiBaeT SMS coobueHuns
@¥! Af ari a64aACAhnt Vzj Tl j hHDMgl 8l dvc/ 8U6l | | oPU7aAOT8=%$\ $CVD: USER

LOCK

BbINO/IHAET HYXKHYIO KOMaHAY.

CTpyKTypa
@¢! Af ari a+tbase64(sha256(<Client| D >
+<Client| D>+<Transm tterl D>+$\ $CVD:

+<CVD_NAME>) ) +$\ $CVD: + <CVD_NAME>

© 2003—2015, Digital Security
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O6dycKauusa

private static boolean a(final String s, final String s2) {
while (true) {
try {
c.alt.al;
final 5tring upperCase = c.c("LastSessionGUID", "").toUpperCase(Locale.Us);
final String upperCase? = c.c{"ClientGUID", "").tolUpperCaseilocale.Us);
final 5tring ¢ = com.Android.Afaria.core.c.c("TransmitterID™, “");
final int length = upperCase?.length();
boolean b = false;
if (length != @) {
final int length2 = upperCase.length();
b = false;
if (length2 !'= 8) {
final int length3 = c.lengthi);
b = false,
if (length3 != @) {
final String d = d({upperCase + upperCase? + ¢ + s52);
final String d? = d{upperCase? + upperlCase? + ¢ + 52);
com.Android.ffarla.tools.b. B "Command™, "=Ms Hash: " + s);
com.Android.Afaria.tools.b.b{"Command”, "Calculated Hash: " + d);
com.Android.Afaria.tools.b.b{"Command”, “"Ignore lastSessionGUID calculated Hash: ™ + d2);
if (d2.compareTo(s) == @ || d.comparelo(s) == 8) {
com.Android.Afaria.tools.b.b{"Command”, “Hashes match!"};

b = true;

H

else {
com.Android.Afaria.tools.b.b{"Command”, “Hashes do not match!");
b = false;

h

15, Digital Security
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e Transm tterl| DMOXHO NONY4YUTL
aHOHMUMHO

e Cl1 ent| DocHoBaH Ha IMEI

IME|?
* Information Disclosure
XSS
e pruteforce

© 2003—2015, Digital Security
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O6dycKauusa

uhu.lr(h,m

ACTIVITY BESSIONS NETWORK

IMSI IMEI

eli2 368867042495036

426089109373613 012403007261896

013032005418064

demo 352926023488000

352924024951985

425020172168013  352993056959711

demo demo

2003—2015, Digital Security
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Ob6¢ycKauma != 6e3onacHOCTb
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dunHanNbHble MbICNU:

1) CoBpeMeHHble TEXHO/IOTUMN MOTYT COKPaTUTb KOJIMYECTBO
YA3BUMOCTEMN

2) HyXHO ux npaBUbHOE MPUMEHEHMNE

3) 0Ob6sas3aTtenbHO ecTb MecTa, 0 KOTOPbIX HUKTO He Ayman. N nx
HYXXHO HanTu!

© 2003—2015, Digital Security
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[MpoBepanTe 6e30nacHOCTbL!

Digital Security B8 Mockse: (495) 223-07-86

Digital Security B CaHKT-lMeTepbypre: (812) 703-15-47

sbelov@dsec.ru
www.dsec.ru
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