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3ayem caywaTb 3TOT AOKNaA?

Y10b6bI 6b0NbLUE 3apabaTbiBaTh AeHer!

Detect

Monitoring Monitoring
& Analytics & Analytics

Respond
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DevOps = cucTeMHbIN aAMUHUCTPATOP + NPOrpaMmmMnCT
QA = TecTMpoBLWMUK + NMpPorpammmcT
SecOps = security anything + nporpammuct
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Apgpo Linux 1.0.0: 177 000 cTpoK Koaa
Aapo Linux 5.1-rc2 8 118 pa3 6onblie: 20 896 000 cTpoK Koaa



[lporHo3npyemble Temnbl pocTa loT

Mwunnunapabl yCTPOUCTB
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UcTouHuK: https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
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https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

Yncno BbiIBNEHHbIX YA3BUMOCTEWM
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NUcTouHMK: https://www.cvedetails.com

5/35


https://www.cvedetails.com/

CWE - Common Weakness
Enumeration

CWE

CVE - Common Vulnerabilities
and Exposures

various errors

Okono 64% yassmumocTten — nporpammHble ownbKku (NIST)



“XBaTtut rpadumkos! MNoKaxxnte yxe kog”
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static void SHAlFinal(unsigned char digest[20],
SHA1 CTX *context)

{
u32 1i;
unsigned char finalcount[8];

memset (context->count, 0, 8);
memset(finalcount, 0, 8);
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static void SHAlFinal(unsigned char digest[20],
SHA1 CTX *context)

{
u32 1i;
unsigned char finalcount[8];

memset (context->count, 0, 8);
memset(finalcount, @, 8);

V597 [CWE-14] The compiler could delete the 'memset' function call, which is used to
flush 'finalcount' buffer. The memset_s() function should be used to erase the private
data. wifi_generate_pin.c 185
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void
isf wsc_context del (WSCContextISF *wsc ctx)
{

WSCContextISF* old focused = focused ic;
focused _ic = context _scim;
focused ic = old focused;
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void
isf wsc_context del (WSCContextISF *wsc ctx)

{
WSCContextISF* old focused = focused ic;
_focused ic = context scim;
_focused ic = old focused;

}

V519 [CWE-563] The ' focused_ic' variable is assigned values twice successively. Perhaps
this is a mistake. Check lines: 1260, 1261. wayland _panel _agent_module.cpp 1261
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XoyeTtca 6onblie npumepos u3 Tizen?

[lpoBepkKa Tizen OS: yacTb 1.
27000 owmnbok B onepaunoHHom cucteme Tizen

[MposepkKa Tizen OS: yacTb 2.
[loroBoprm 0 MUKPOONTUMM3ALUMAX Ha Npumepe Koda Tizen

[MposepkKa Tizen OS: yacTb 3.
[Mpogonkaem may4yatb Tizen: C# KOMNOHEHTbI OKa3aNCb BbICOKOIO Ka4ecTBa
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https://www.viva64.com/ru/b/0519/
https://www.viva64.com/ru/b/0520/
https://www.viva64.com/ru/b/0521/

“OWwnOKN, ya3BMMOCTMU...

C 3TUM MOMHO KaK-TO
bopoTbca?”




OAWH 13 BapmaHToB 60pbbbl € yazsumocTamu B loT
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[1Ba noaxoda K NOUCKY YA3BUMOCTEN

* MOXHO (M HY>XHO) MCKaTb NOTEHLMabHbIE YI3BMMOCTMH,
KOTOpble MOTYT NPUBECTU K peanbHbiM Npobaemam npu
HanMcaHMM HOBOTO KOAa

* MOHO MCKaTb No 6a3e cyLecTBYIOLWMX U3BECTHbIX
YA3BMMOCTEN B CBOEM MMetoLLlemcs Koge (C nomoLlbto
aBTOMATM3MPOBAHHbIX CpeacTB)
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Kak 06HapyKUTb YA3BUMOCTHU

« Code review

e HOHUT-TECTLI

o [MHamunyeckn aHanms (DAST)
o CraTnyeckunimt aHanms (SAST)

o CTaHaapTbl KOAUPOBAHUA
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Code Review

* [lntochbi:
— ObmeH onbIToOm
— MpaBKku “no ropaumm cnepgam”

* MuHycbI:
— Jloporo v aonro
— BbbICTPO yCTaelb OT NPOCMOTPA KoAaa
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[MHaMMN4YecKkni aHann3 Koaa

* OThag4ynKu
* [poPUNANPOBLLNKM
e CaHuTtamnsepbl (AddressSanitizer, ThreadSanitizer, ...)

* Hawnu ownbKy? MOXKHO eé cpa3y ncnpasaATb!

(HEeT noXKHbix cpabaTbiBaHU)
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Ho...

* OTNagnTb U NPOTECTMPOBATH
noa embedded He Bcerga
NpoCTO

e CaHUTamn3epbl U
NPOPUNNPOBLLUNKM
MeANEHHble

* YacTo HY}KHbI cneumasibHble
BXOAHble AaHHble
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Static Application Security Testing (SAST)

 CratnyecKnn aHanm3, HaueneHHbIM Ha NOUCK N NPeaoTBPaALLEHMNE
VA3BUMOCTEM

*  YA3BUMOCTMU - T€ Ke camble 0ObIKHOBEHHble OoLWnbKKM (no gaHHbim NIST,
bonee 60%)

* WHcTpymeHTbl SAST nomoraloT npeaoTspallaTb YA3BUMOCTU U

obecneynBaloT NoaaepPKKY CTaHAApPTOB 6e30nacHOW pPa3paboTKu:
CWE, MISRA, SEI CERT u T1.n.
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Static Application Security Testing (SAST)

* [lpenmyLuecTsa:
- PaHHee obHapykeHne npobnem
- [MoKpbITHE BCero Koaa
- Xopouw B NOUCKe onevyaToK 1 ownboK Tnna copy-paste

* HepocTaTKu:
- JloXHble cpabaTbiBaHMA
- HeunsBecTHa TOYHAA KPUTUYHOCTb OLLNOKM

- Chaboe gmarHoctupoBaHMe yTeyeKk NamaTu 1 napannenbHbiX oWMboK
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CTaHAapTbl KOAUPOBAHUA

a3
e Common Weakness Enumeration

* SEI CERT Coding Standards .F_T\_/—’
* MISRA C, MISRA C++

-
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CWE CWE

* CWE™ is a community-developed list of common
software security weaknesses

* https://cwe.mitre.org

* Cnuncok u3 6onee yem 800 noTeHUMANbHbIX
VA3BUMOCTEMN, KOTOPbIE MOTYT CTaTb peasibHbiMU. A
MOTYT U He CTaTb
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https://cwe.mitre.org/

CWE: npumepsbl NOTEHUMANbHbBIX YA3BUMOCTEN

« CWE-570\571: Expression is Always False\True

* CWE-467: Use of sizeof() on a Pointer Type

* CWE-476: NULL Pointer Dereference

* CWE-14: Compiler Removal of Code to Clear Buffers
* CWE-369: Divide By Zero

* CWE-20: Improper Input Validation

24/35



CWE-570: Expression is Always False

bool operator <(const TSegment& other) const {
if (m_start < other.m_start)
return true;
if (m_start == other.m _start)
return m_len < m_len;
return false;

¥

V501 There are identical sub-expressions to the left and to the right of the '<'
operator: m_len < m_len segmentor.h 65
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CWE-697: Insufficient Comparison

static void _ page focus changed cb(void *data)
{
int 1 = 0;
int *focus unit = (int *)data;
if (focus unit == NULL || focus unit < @) {
_E("focus page is wrong");
return;

¥

V503 This is a nonsensical comparison: pointer < 0. apps_view_circle_indicator.c 193
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CVE (“\/_,

 CVE® is a list of publicly known cybersecurity vulnerabilities
* https://cve.mitre.org/

* Cnuncok n3s 6onee yem 114 000 peanbHbIX YA3BUMOCTEWN,
HAaNAEHHbIX B MPUIOXKEHUSAX
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https://cve.mitre.org/

MISRA C/C++

* Motor Industry Software Reliability Association
* 3aKPbITbIN CTAaHAAPT KOAMPOBaHMA. [1OCTyNeH TO/IbKO 33 AEHbIU

* YMeHbLUaeT BePOATHOCTb A0ONYLWEHMA oWKnbKM ana
OTBETCTBEHHbIX BCTPanBaeMbIX CUCTEM

* AHanunsartopsbl, nposepAaAtowmne coorsetctane MISRA, He nwyT
OLLUNOKM

* MISRA C 2012 coaepxuTt 143 npasunna
* MISRA C++ 2008 coaep*kut 228 npasun
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[MTpnumepsbl pekomeHaauum n3 MISRA

e Kaxkapbin 'switch' gonxken copepratb 'default’

* Bo3Bpawaemoe 3HayeHmne non-void GyHKUUN JONKHO ObITb
MCNOJ1Ib30BAHO

* QYHKUMA AO/IKHA MMETb OZIHY TOYKY BbIX0OAa

* YKa3aTenn JONKHbl UMeTb He 6bonee ABYX YPOBHEWN BNIOKEHHOCTU

* Tena UMKNOB U YCNOBHbIX Bblpa*XeHUM A0/IKHbI ObITb 3aKNt04Y€eHbI B {}
e Kaxkabin 'if ... else if' nonxkeH nmetb 3aBepwatowmm 'else’

* He ncnonb3oBaTb unions
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SEI CERT [\
CERT

* CTaHOQpT KOAUPOBAHUA

* PaspabaTbiBaeTca koopanHaunoHHbIM LeHTpom CERT (CERT
Coordination Center, CERT/CC)

* [pegHa3Ha4vyeH ana asbvikos C, C++, Java, Perl

* OyeHb noxox Ha CWE
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3abnyxaeHuna o SAST

* [loporo

* He 4nAa HOBUYKOB

* CNhoXXHO BHeApATb Ha
6onblLIOM NpoeKTe

 [MaHauesn oT Bcex ben,
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BHeapaem n ncnonobsyem SAST npaBuibHO

* Bbibop noaxoasawero
aHanm3aTtopa, HaCcTPOMKa noa
0CODOEHHOCTU NPOEKTa

* Co3aaHue suppress-6a3bi,
MHKPEeMEHTaNbHbIM aHaNn3

* PerynapHoe ncnonb3oBaHue
Ha Cl-cepBepax u paboymx
MecTax pa3paboTymKos
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CHUXaem noTtepu

YA3BUMOCTb HpﬂMble M KOCBEHHbIE
noTepun: aKCrnayataumna

3/10yMbllUNEHHUKaMK, bug
bounty, penyTtayms

[1] = &

ObHapykeHnue
YA3BMMOCTb ¢ nomoubto SAST,

nUcnpasiaeHune

NcnpasneHune

| sss 2

Bbinyck o6bHOBNEHMA
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BbiBOAbI

o He ponyckanTte nonagaHusa npobaem c 6€30nacHOCTbIO B
KOHEYHbIN NPOAYKT

o NHcTpyMmeHTbl SAST — nLwb oamMH U3 cnocoboB NOUCKa
VA3BUMOCTEM

e Mcnonb3ymnTe Bce AOCTYNHbIE METOA0N0MMN KOHTPONA Ka4yecTBa
KoAa

o He skoHOMbTe Ha pa3paboTKe B yLepb besonacHOCTH, Toraa
cmoxkeTe n3berxkatb TpaHCcPopmaLmMm 3aTpaT B pacnnaTy
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