MpoekTbl
opraHusalum
Trusted
Firmware

[MpoekTbl opraHnsaunm Trusted Firmware:

cBobogHoe cuctemHoe 10 obecnevyeHns 6e3onacHOCTU
Ha npoueccopax Arm

OnbBupa Xabupoea, AnekcaHgp AHUCMMOB

OTkpbiTas MobunbHas MNnatdopma

17 vitoHa 2021




sl OTKpbiTaga MobunbHasa MNMnatdopma

Trusted

Firmware

» KomnaHus:
» OcHoBaHa B 2016 rogy
» Odwucol B Mockse, MIHHononunce, CankT-lNeTtepbypre
» 200+ yenoeek

» OCHOBHbIe NPOOYKTbI:
» OC Aspopa + Aspopa SDK
> Aspopa LleHTp (Enterprise Mobility Management)
> Aspopa TEE
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PaspaboTuunku noBepeHHoM cpeabl ucnonHeHms Aspopa TEE

» AnekcaHgp AHUCUMOB
» BbinyckHuk HAAY MUDU; B komnanum ¢ 2019 ropa
> 3aHuMaeTca 6e30MacHbIM XPaHUULLLEM KIHOYeEN U AOBEPEeHHbIMU
cepBucamu
» Pa3paboTynk BCTpanBaeMbiX CUCTEM
> OnbBupa Xabuposa

» BbinyckHuk MI'Y; B komnaHmm ¢ 2020 roga
> 3aHMMaeTcsa JOBEepeHHOM 3arpy3koi U MexaHM3mMamMum 6e30nacHoOCTM B aape
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Mwuccus
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[Moyemy Trust

> 3OT10 N0, KOTOPOMY Mbl ROBEPSAEM
» YMeHblaeM trusted computing base
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[MpnMmeHeHne

» BuomeTpuyeckas ngeHTUdUKauns
» Beop naponem

» [loBepeHHas kpunTorpadus
> XpaHunuiie Kno4vemn
> Hanpwumep, Ans 6aHKOBCKUX MPUIOXEHUI
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» TexHonorust Arm TrustZone ocHoOBbIBaeTCs Ha annapaTHOM pasfgeneHnu
pecypcoB Mexay ABYMS COCTOSHUAMU Npoueccopa.
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MogpobHee npo Arm TrustZone

vvyyy

4 yPOBHS UCKHOUYEHUN N 2 pexXnMa NCMNONHEHUS
Pa3Hble agpecHble NpoCcTpaHCcTBa
TrustZone-aware nepudepus (GIC, CoreSight, SMMU, ...)

TZASC (TrustZone Address Space Controller) u TZPC (TrustZone
Protection Controller) — gononHutenbHble IP-610Kkn nporpaMMmMpyeMbixX
KOMMOHEHTOB KOHTPO/I/IEPOB NaMATH 1 Nepudepunn ans 3alnTbl NaMaTy


https://developer.arm.com/documentation/ddi0431/c/introduction/about-the-tzasc
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cpena MNormal World Secure World
ncnonHeHus
| EL1 j - EL3 \S-EL1
Rich OS5 g Secure Monitor ; Secure 0OS
kernel E (Trusted Fimware) kernel
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ELO | UE-, |S-ELO|
k / Client Trusted \

Applications (TA)

;

Applications (CA)

N

MepekstoyeHne Mexay OCHOBHbIM 1 LOBEPEHHBIMU peXnmMamMmm
ocyllecTBAgeTcs NyTEM Bbl30Ba creuuanbHoM MHCTpYKunn — SMC (Secure

Monitor Call).
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Ob6uwasa cxema ypoBHeW

EL3

O

Normal World
Client Client !
Application Application

Client Library

Client Library

Operating system Kernel

Trusted OS Driver

Hypervisor (optional)

Application trusted
0S Specific

N

O

Application
provider specific

TrustZone Isolation Boundary

npueenernu

Secure World

Trusted ] Trusted

Application % Application
TA Library | TA Library
L Platform
: Secure
OP-TEE 1| Trusted 0S : Services

S-ELO

S-EL1

S-EL2 Firmware

C SPM

> S-EL2

EL3 Runtime Generic Firmware

EL3

Generic software O TrustedFirmware.org

Silicon Vendor
specific software
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Ob6uwasa cxema ypoBHeW

EL3

O

Normal World
Client Client !
Application Application

Client Library

Client Library

Operating system Kernel

Trusted OS Driver

PSA FF-A

Hypervisor (optional)

1\

PSA FF-A

Application trusted
0S Specific

O

Application
provider specific

TrustZone Isolation Boundary

npueenernu

Secure World

Trusted ] Trusted

Application % Application
TA Library | TA Library
| Platform
: : : Secure
OP-TEE 1 Trusted OS : Services
PSAFF-A 1 1 PSA FF-A : PSAFF-A

S-ELO

S-EL1

S-EL2 Firmware

C SPM

> S-EL2

EL3 Runtime Generic Firmware

EL3

Generic software O TrustedFirmware.org

Silicon Vendor
specific software
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> [MpoekT cooblLecTBa C OTKPbITbIM PYKOBOACTBOM

ol CA'M = CIPRESS Google

N RENESAS 1S7;

lite.augmented

Technologies

{7 FUTUREWEI N>AM U PLATFORM
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Mwuccusa Trusted Firmware

> [MoppepxuBaTtb cTek pedpepeHcHoro MO ang gosepeHHoOM cpeapl
NCNONHEHUS

» CospaBaTb M nogaepXuBaTb CBA3aHHbIE C 3TUM CTaHAAPTbI
» [MomoraTtb nponssogntensam SoC ncnonbsoBatb MO Trusted Firmware
> [MopaepxmBaTb NOPTbl HA KOHKPETHbIe NaTdopMbl
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[MpoekTbl nog ynpasnenmnem Trusted Firmware

» Trusted Firmware-A/M

>

vVvVvyyVvyy

DTanoHHas peanusauns MoHMTopa 6esonacHocTn EL3

3arpyska gosepeHHoi OC

MoxeT peannsoBbiBaTb GYHKLUN AOBEPEHHOM 3arpy3Ku

MpepocTaBneHme NnatGoOpPMEHHbIX CEPBMCOB OCHOBHON 1 foBepeHHo OC
ApxuTekTypa pacnonaraeT K NTOpTUPOBaHMIO KOAA Ha HOBble N1aTGOPMbI
Peanusyet ctaHpapTtol SMCCC, TBBR, PSCI, SCMI, n FF-A


https://developer.arm.com/documentation/den0028/latest/
https://developer.arm.com/documentation/den0006/latest/
https://developer.arm.com/documentation/den0022/d
https://developer.arm.com/documentation/den0056/latest/
https://developer.arm.com/documentation/den0077/latest/
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[MpoekTbl nog ynpasnenmnem Trusted Firmware

» OP-TEE
> D.OBepeHHas:l cpefa ncnojsiHeHuna ang ncnojib3oBaHa COBMeCTHO C Linux B

kayecTBe ocHoBHoM OC Ha npoueccopax Arm Cortex-A
» Peanusyet ctaHgapTbl GlobalPlatform API: TEE Client API Specification n

TEE Internal Core API Specification


https://globalplatform.org/specs-library/tee-client-api-specification/
https://globalplatform.org/specs-library/tee-internal-core-api-specification/
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[MpoekTbl nog ynpasnenmnem Trusted Firmware

» Hafnium

» [unepsusop S-EL2

> 3TanoHHbI MeHeaxep 6esonacHbIX NapTuumnin — SPM

> Armv8.4-A+

> bbin nepenaH B Trusted Firmware komnaHuei Google B 2020 rony

» Trusted Services

> ®OpenMBOpK A5 pa3paboTku U pasBepTbiBaHUS JOBEPEHHbIX CEPBMCOB B
pa3nuyHbIX cpegax 6e3onacHoOro BbIMoSHEHUS

» Cpenbl — goBepeHHble npunoxeHua TEE, 6e3onacHble napTyUunm, nnm
6e3onacHble aHkNaBbl

> CaMblil HOBbIM NPOEKT B OpraHMsaumm
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[MpoekTbl nog ynpasnenmnem Trusted Firmware

» Mbed TLS

>

>
>
>
>

Peanunsauns SSL/TLS 1 X.509, 1 COOTBETCTBYIOLUX KPUNTOANTTOPUTMOB
MoaxoanT ANg BCTpaMBaeMbiX CUCTEM

PacnpocTtpaHsieTcs nog nuueHsnen Apache 2.0

Wcnonbsyetca B TF-A, TF-M u OP-TEE

[o 2015 ropa nmeHosarncs PolarSSL; B 2020 rogy ctan yactbio Trusted
Firmware
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YctponcTteo Trusted Firmware

> [1Ba kOMUTETA: TEXHNUYECKNN U UCMIONHUTENbHBIN

» YneHbl coobllecTBa MMEKOT FosI0C UM 00 rofloca B KOMUTETax

» Cm. Takxe Project Charter n FAQ
> Takxxe NpoBOOATCS OTKPbITble TEXHUYECKME GOPYMbl:

>

vvyy

no TF-A — Kaxayto HeYeTHYO Heaento,

no TF-M — kaxayto YeTHy!to,

n no OP-TEE — kaxngpii MmecaL,
https://www.trustedfirmware.org/meetings/


https://www.trustedfirmware.org/docs/Trusted_Firmware_Charter_v_2019-01-21.pdf
https://www.trustedfirmware.org/faq/
https://www.trustedfirmware.org/meetings/
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OT npgen 0o KoMMUTa
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EL3

Normal World

Client Client
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Operating system Kernel

( Trusted OS Driver )

Hypervisor (optional)

---- TrustZone lIsolation [Boundary :------=---sneooeonens

(

Secure World

: [Application

Trusted

TA Library

Trusted
Application

TA Library

§ OP-TEE i | Trustedos

S-ELO
Platform
Secure
Services

S-EL1

S-EL2 Firmware

C

SPM

) S-EL2

EL3 Runtime Generic Firmware

j EL3

» [Mpobnema: tee-supplicant HeLoCcTaToOYHO pacLUMPSEMbIN B NnaHe
cneundUYHbIX 419 KOHKPETHOW peanmsaunmn GyHKLUMM
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Kak penatb Bknag B OP-TEE

# OP-TEE documentation

Docs «» Getting started » Contribute ) Edlit on GitHub
Contribute
B Getting started
About OP-TEE Contributions to OP-TEE are managed by the OP-TEE Core Team and anyone can contribute to OP-

TEE as long as itis understood that it will require a Signed-off-by tag from the one submitting the
patchies). The Signed-off-by tag is a simple line at the end of the explanation for the patch, which

Coding standards

2 Contribute i a : 3 =
_ _ certifies that you wrote it or otherwise have the right to pass it on-as an open source patch (see
Developer Certificate-of Origin below). You thereby assure that you have read and are following the rules stated in the
T GitHul pevalopes Certlficate of origin as stated below.
Contact

> https://optee.readthedocs.io/en/latest/general/contribute.html


https://optee.readthedocs.io/en/latest/general/contribute.html
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PaspaboTtka yepes Github

vvyyy

v

PaspaboTtka OP-TEE Benetcs yepes Github
CHavana npuHsaTo obcyxaeHue B popMme issue, notom - PR
Ncnonbayetca Developer Certificate of Origin (teru Signed-off-by:)

MPUHATO HECKOJTbKO 3/IEMEHTOB U3 TPAAULMOHHOIO CTUNSA Pa3paboTKu:
Tern Tested-by:, Acked-by:, Suggested-by:, Reported-by:, ...
MpennoXxeHHble U3AMEHEHUS CNTMBAIOTCA B OOMH KOMMMWUT TOMbKO B KOHLLE,
BMecTe ¢ npocTtaBneHnem Teros Acked-by:, Reviewed-by:
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O6cyxpaeHmne B issue

Loadable plugins in tee-supplicant #219

@ [¢l:1- 8 anisyanka opened this issue on Sep 17, 2020 - 5 comments

f’ anisyanka commented on Sep 17, 2020 - edited ~

Hi,

Contributor

@ dins
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=
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jforissier commented on Sep 18, 2020

Hi @anisyanka,

Hi,
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@

anisyanka cammented on Dec 2, 2020

Implementation:

#239

OP-TEE/optee_os#4248
linaro-swgloptee_examples#’o

anisyanka commented on Jan 20

Tests:
OP-TEE/optee_test#482

anisyanka commented on Mar 10

Doc:
OP-TEE/optee docsH102

Cantributar

Cantributor

Carribsutor

Autivor

Author

Author

@ e

@ i

@ =
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Pull requests

Normal World

optee_
L teo- examples optee_test
ELO supplicant
Client Library) \Client Library,

1

B Trusted OS Driver
/T\

EL2
EL3

Application trusted Application
0S Specific provider specific

Trusted
] Application

TA Library

: OP-TEE

Secure World

Trusted
Application

TA Library

Trusted 0OS

SPM

S-ELO

S-EL1

Generic software

O TrustedFirmware.org

Silicon Vendor
specific software
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tee-supplicant: add a framework for loadable plugins #239

jforissier merged 1 commil into  op-TEE ;master from anisyanka:loadabiz-plugins (5} on Feb 4

G Conversation 48 o Commits 1 IFl Checks o [%] Files changed 10

.!' anisyanka commented on Dec 8, 2020 Contributor () -++

Pa6otac
Cco06LLEeCTBOM

This framework makes the supplicant a bit more flexible
in terms of providing services. Any external TEE services
can be designed as a tes-supplicant plugin,

It makes it easy to:

+ add new features in the supplicant that aren't needed in upstream,
e.g. Rich OS specific servicas;
» syne upstream version with own fork;

To creats a plugin developers should implement the
‘struet plugin_method' and a bind function,

See publicitee_plugin_method.h file.

As an example this patch implements a *syslog” plugin
and its Makefile. The plugin helps 1o log any
information from TEE 1o system journal,
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O6cyxaenmne B PR

tee-supplicant/src/optee_nsg_supplicant.h

* Invoke a tee-suppilcant plugln.

§
+
+ * [in] param[@] .u.value.a OPTEE_INVOKE PLUGIN
4+ * [in] param[&] .u.value.b uuid.di

,} jenswi-linaro on Dec 16, 2020  Contributor & o

We need to define byte order of the UUID. Consider the case when Secure world is little endian but Normal world is
Big endian. These value words will then be swapped (in the driver, not supported now by the way) before
transmission.

| think this should to be defined as in https.//developer.arm.com/documentation/den0028/c/ section *5.3 Unique
Identification format®.

> ByabTe roToBbl BbICNYLWATb KPUTUKY U HAUTU KOMNPOMMKCC

» PerynapHo ob6paluaTbca K cTaHAapTaM Arm npuxoaunTcs aaxe
crneumanucTam

» O6cyXaeHne No3BoNSeT NPUIATU K ONTUMaNIbHOMY PeLLeHNto
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O6cyxaenmne B PR

3 & jenswidinaro reviewed on Jan 29 View changes

jenswi-linaro |sft a comment Contributor

Reviewed-by: Jens Wiklander <jens.wiklander@linaro.org>

-0 '.I tee-supplicant: add a framework for loadable plugins ==

& ' anisyanka force-pushed the anisyanka:loadable-plugins branch from 9177227 fo 9c859a2 on Jan 29

(’ anisyanka commented on Jan 29 Contributor  Author
Updated
Sf jforissier merged commit 1e91ee7 info op-TEE:master on Feb 4 View details

1 of 2 checks passed

@ .

X 9ca5%a2

Revert
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> Paccka3sanu 06 annapaTHbIX BO3MOXHOCTAX obecrneyeHns 6e30nacHOCTH
Arm

> YpPOBHM NpuBENernin n nx o6s3aHHoOCTU
» Trusted Firmware — coo6LecTBO C OTKPbITbIM PyKOBOACTBOM
» OMI1— He TOMbKO YN€eH, HO M KOHTPUBLIOTOP
» Onwucanu npoekThbl, BxoasLwme B Trusted Firmware
» TF-A/M, OP-TEE, Hafnium, Mbed TLS, Trusted Services
> PaccMoTpenu npouecc KOHTpUbbioTa B 0OMH U3 NPOEKTOB
» Open Source — 3TO BaXXHO
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[oBepeHHas cpepga ncnonHeHms Aspopa TEE
» Ob6ecneyeHne cpepbl UCMOMHEHWS AN LOBEPEHHbBIX CEPBUCOB
KoHTponb LenocTHOCTU AaHHbIX MobubHoN OC
[loBepeHHbI BBOA-BbIBOA, (NpWY 3arpyske)

(S
>
> BrvomeTpuyeckui gaTumK cnyvamHbix Yymcen
> BesonacHoe xpaHWuLLe AaHHbIX

>

XXypHanuposaHue cobbliTuin 6esonacHocTn
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