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OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

* npumMmeHsatoTca B O9BM, npeagHa3Ha4YeHHbIX
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OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumensatoTcs B OBM, npegHa3HavyeHHbIX
ans ynpasreHne Kakmumu-nmobo
npoueccamm nnm MexaHmamamm
OCODEHHOCTH
AEeTePMUHU3M
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JlaTeHTHocTb 006bl4yHOM OC
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(*) F. Cerqueira and B. Brandenburg, "A Comparison of Scheduling Latency in Linux, PREEMPT-RT, and LITMUSRT"
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Assurance Data - OSADL QA-Farm

System in rack #2, slot #0
Recording from 30.01.2012 until 17.05.2014

Long term measurements under specified conditions -
http://www.osadl.org/QA



OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumensatoTcs B OBM, npegHa3HavyeHHbIX
ans ynpasreHne Kakmumu-nmobo
npoueccamMmu Unn MmexaHm3mamu

OCODOEHHOCTU
NETEPMUHU3M
orpaHu4YeHHble pecypcChbl



OrpaHu4eHHble pecypchl

*4 M6 onepaTBHON NAaMSATU

* [1lpoueccopbl CO BCTPOEHHOWU MaMATbIO
* SRAM (< 1024kB)
* Hanpumep, Intel Quark - 512 Kb

* [Mpoueccopbl 63 MMU
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OrpaHu4eHHble pecypchbl 1 Linux

* Linux-3.17-rc1 (x86)

make defconfig 16532k
make allnoconfig 1269k
make tinyconfig 1048k
+ ELF support +4Kk

+ modules +53K

+ initramfs +37k

+ flash storage

+ filesystem

+ networking



OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumensatoTcs B OBM, npegHa3HavyeHHbIX
ans ynpasreHne Kakmumu-nmobo
npoueccamMmu Unn MmexaHm3mamu

OCODOEHHOCTU
OeTEPMUNHN3M

OorpaHU4YeHHbIe pecypchl
cneumndmnyecknn Habop cepBucoB



CneundHrYHbIM HAbOp CEPBUCOB

ARINC-653 API

CTatnyeckoe pacnpeneneHmne pecypcosn

CTatnyeckasa uukrorpaMmmMa Ha ypoBHe pasaerios
(partitions)

CTtaTunyeckoe pacnpeneneHme namsitm

BbloeneHne pecypcoB TOMLKO Ha aTane
NHUUManusauum

ObuweHne mexay pasgenamm TonbKO NoCPeaCcTBOM
KaHanos

Cneundunyecknn mexaHmam obpaboTkm omnbok
(Health Monitoring)



OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumeHstoTcs B 9BM, npegHa3sHa4YeHHbIX
Ons yrnpasneHme Kaknmm-nmobo
npoleccamMmm Unm MmexaHmamammu

OCOOEHHOCTU
0EeTEPMUHN3M
OrpaHI/NeHHble peCprbI

cneymndunyeckmn Habop cepBmMcoB
cepTudukaums




CepTuduKaums

* OTBETCTBEHHOE NPUMEHEHME

e 3




CepTnMpumKkayma

DO-178B Software considerations in Airborne
Systems and Equipment Certification

IEC 60880(2006) Nuclear power plants —
Instrumentation and control systems important to
safety

MAK KT-178B TpeboBaHus kK nporpaMmMHOMY
obecneyeHunto bopToBOU anmnapaTypbl U CUCTEM MPU
cepTMdukaumm aBnauMoHHON TEXHUKN

FTOCT PB 0019-001 lNporpammHoe obecneveHune
BCTPOEHHbIX CUCTEM
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KaTeropmm oTKkasHbIX CUTYyaUUM

KaTteropua A — Katactpodunyeckad

[MpenaTtcTByeT 6e3onacHoMy PYHKLMOHUPOBAHMIO OObEKTA
ynpaBreHuns

Kateropusa B — OnacHas / kputnyeckas

[MpnBOANT K KPUTUYECKOMY YMEHbBLLEHUK BO3MOXHOCTEWN
oOGbekTa ynpaBneHnsa unm cnocobHoCTn nepcoHana
CNpaBUTbLCS C HEONAronPUATHLIMU PEXNMaMMU

Kateropua C — CyuiectBeHHas

[MpnBOANT K CYLLIECTBEHHOMY CHUXEHUIO BO3MOXHOCTEN
obObekTa ynpaBneHnsa unu cnocobHOCTM nepcoHana
CrpaBUTbCS C HEGNAronpUATHLIMU PEXUMaMU

KaTteropmna D — HecyulecTBeHHas
He3HaunTenbHO YMeHbLIAET 6e30nacHOCTbL 0O6beKTa U TpebyeT
OENCTBUN NepcoHana, KoTopble OCYLLECTBMMbI B Npeaenax nx
BO3MOXHOCTEN
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CepTndmnKaumoHHble aaHHble (DO-178B)

[1TnaH cepTudmkaymm
ApXUTEKTypa

TpeboBaHus

OueHKa yHKUMOHAaIbHbIX PUCKOB
OueHka 6e30nacHOCTU CUCTEMB
AHanms obLmMx NpuvnH OTKa30B
[1aHHbIEe Bannpauunn

[1aHHblE Bepudmkaumm
YKasaTtenb KoHdurypaumu

do 18 sudos 0oKyMeHmMos8
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Finmeccanica Linux

The context was the development of a European research project which aims
to deliver a new generation Unmanned Combat Air Vehicle. FINX-RTOS
(a Gentoo based distribution managed by Finmeccanica) have been
customised to satisfy Design Assurance Level D requirements. Like other
Linux, FINX is “open source” so its source code was available for the
reverse engineering operations needed for DO-178B certification at level D
as "software previously developed". Moreover such Linux OS guarantees
real-time performance needed (PREEMPT _RT patch applied) and was quite
easy to realize a safety “all in RAM” operating system.

To make a long story short, on April 2012 FIN.X-RTOS was declared
compliant after the last Stage Of Involvement meeting: “The Software
Review 4 (SR4) audit for the FIN.X-RTOS CSCI ensures that final
compliance to all the DO-178B level D objectives has been achieved and all
open items have been addressed.” as stated by the Technical Quality.
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KaTeropmm oTKkasHbIX CUTYyaUUM

KaTteropua A — Katactpodunyeckad

[MpenaTtcTByeT 6e3onacHoMy PYHKLMOHUPOBAHMIO OObEKTA
ynpaBreHuns

Kateropusa B — OnacHas / kputnyeckas

[MpnBOANT K KPUTUYECKOMY YMEHbBLLEHUK BO3MOXHOCTEWN
oOGbekTa ynpaBneHnsa unm cnocobHoCTn nepcoHana
CNpaBUTbLCS C HEONAronPUATHLIMU PEXNMaMMU

Kateropua C — CyuiectBeHHas

[MpnBOANT K CYLLIECTBEHHOMY CHUXEHUIO BO3MOXHOCTEN
obObekTa ynpaBneHnsa unu cnocobHOCTM nepcoHana
CrpaBUTbCS C HEGNAronpUATHLIMU PEXUMaMU

KaTteropmna D — HecyulecTBeHHas
He3HaunTenbHO YMeHbLIAET 6e30nacHOCTbL 0O6beKTa U TpebyeT
OENCTBUN NepcoHana, KoTopble OCYLLECTBMMbI B Npeaenax nx
BO3MOXHOCTEN




SIEMENS

Project context: Linux-based vehicle control system

Sibas PN: Siemens Mobility’'s new generation of vehicle

control systems

» Release begin 2011

= | ower costs via platforms like Simatic and Linux

= Based on industry s

Visualization

Data
management

Controls

tandards

00
L |

General requirements:

= Linux used on some components to fulfill
technical and commercial requirements

= Functionality up to safety integrity level
(SIL) 2

—-How is Linux correctly handled within this
safety-related system?

© Siemens AG, Corporate Technology
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Linux nau He Linux?
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Contact Us
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Green Hills' Leading the Embedded World A LA

SOFTWARE

Products Markets Services Support Partners

Linux in Defense

White Papers

News ‘ About

Part I: FAA Safety-critical Certified Operating Systems Deliver The Reliability and Security Required by 26-May-2015
Defense Systems; Linux Does Not Green Hills Softwars to Present
and Exhibit at TU Automotive
Part lI: "Many Eyes" - No Assurance Against Many Spies Detroit 2015 in Novi, Ml
Part lll: Linux Security: Unfit for Retrofit 13-May-2015
LDRA and G Hills Softw
Part IV: Linux in Defense: Free Software is Just Too Expensive ) Ane mrEen e E: e
Deliver Industry-Leading

Part V: Linux in Defense: An Urgent Threat to National Security Muiticore Development and
Verification

. ...

EE Times - Linux: unfit for national security? (pdf) Green Hills Software Announces
Compiler 2015

Federal Computer Week - The Outsourcing Hole (pdf)
28-Apr-2015

COTS Joumal - Linux for Embedded Systems? (pdf) Green Hills Software to Present
and Exhibit at the Embedded

Benchmark results - Green Hills Optimizing Compilers Shrink Linux, Outperform GNU

Cumtarmn Manfaranas ICCMY N4 E



Linux nau He Linux?

+ MArkoe pearnibHoe BpeMs
+ Lmpokast PyHKLUMUOHaNbHOCTb
+ nogaepxka obopyaoBaHuS

- pa3mMep Koaa

- CKOPOCTb pPa3BUTUS

- UICXOOHbIV An3anH 1N pa3BuTme bes yyeTa
TpeboBaHMn rno 6e3onacHOCTH
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OueHKa TpyJ0EMKOCTU pa3paboTKM

Kon-Bo ) AnnapgTHue TPYJOEMKOCTb
NPUNOXEHNA  YCTPONCTBA yen.net
OC o6Lero HasHaueHus
[eckTtonHbie OC ~100 000 ~10 000
MobunbHble OC ~100 000 ~10 000 ~100 000
CepBepHbie OC ~10 000 ~10 000
CynepkomnbloTepHble OC ~1 000 ~100
BctpanBaemblie OC
OC peasibHOro BpeMeHu ~1 000 ~10 ~10-100
BctpanBaembie OC ¢ nHTEpdencom ~10 000 ~100 ~1 000
f'MnepBU3OpbLI - ~1 000 ~100-1 000

O6na4yHble OC ~10 000 ~10 ~100-1 000
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OteyecTtBeHHble OC PB

API ADPXWTEKTYPbI  JluLieH3uMsA
OC3000(HNNCK PAH) ARINC-653,
POSIX MIPS KOMMeEpM.
30C (oryn «Cankr-lNerepbyprckoe
OKB «32nekTpoaBToMaTmka» umeHu I1.
A. EchrmoBa») ARINC-653 MIPS, ARM  kommepu.

RelMK-653 (OAO «PameHckoe

nprdopocTpouTesibHoe ARINC-653 x86, ARM KOMMeEpY.
KOHCTPYKTOPCKOE 610p0»)

MOC-OI1 (AO «ABraaBToMaTuKa»

ARINC-653, x86, ARM,
nmeHun B.B. TapacoBa») POSIX MIPS KOMMepu.
Embox («/laHnt-tepkom», Cnolry
( P ) POSIX XE.36’ ARM, BSD
Microblaze
POK (ParisTech, NCIN PAH) ARINC-653 x86, PPC GPLv3

OC «JlabopaTtopumn Kacnepckoro»
Parop P ? ? KOMMeEpUY.
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Partitioned Operating Kernel (POK)

» AcnmnpaHTtckmn npoekT Julien Delange
(ParisTech)

» 2007-2009 rog
* http://pok.tuxfamily.org/

 EqnHcTBeHHaa csoboaHasa ARINC-653-
coBmecTumon OCPB

* [lnueHsna BSD
- PaboTtaeT B Qemu-x86, LEON
» Pasmep:

* AOpo — 8 ThIC. CTPOK

* libpok — 16 TbIC. CTPOK




Hawwn popabotku (1)

* [lpnBeaeHa B cOOTBETCTBUE CO cTaHaapTom (1)
* YoaneHa nogaepxka Ada

* PaspaboTtaH gpanBep Ansi CETEBOro B3anMoaencTBus
no virtio

* ['eHepauuna koHdurypauum ns MASIW
* [lomeHsann nuueH3no Ha GPLv3

* CTaTnctuka
* 107 KOMMUTOB
* 194 files changed, 10814 insertions(+), 5642
deletions(-)
* [logaepxka annapaTypbl:
* Qemu-x86



Hawun nopaboTku (2)

* [lpuBeageHa B COOTBETCTBME CO CTaHOAApPTOM
* [MopTnpoBaHa Ha PowerPC

* PaspaboTtaH apanBep KOHCONU

* [lepenncana cuctema coopku

* CTaTucTuka:

* 280 KOMMUTOB

* 879 files changed, 20857 insertions(+), 37426
deletions(-)

* [lopgoeprkka annapaTypbl:
* Qemu-x86
* Qemu-PowerPC
* Freescale QorlQ P3041




CBooogHaa OCPB UCIT PAH

kernel:

Language files blank comment code

C 69->82 (+13) 1453->2263(+810) 1706->2465(+759) 5508->8218(+2710)
C Header 58->84 (+26) 616->1049 (+433) 1208->3335(+2127) 1758->3182(+1424)
Assembly 5->5(0) 160->145 (-15) 159->183 (+24) 765->750(-15)
SUM: 132->171(+39) 2229->3457(+1228) 3073->5983(+2910) 8031->12150(+4119)

libpok

Language files blank comment code

C 266->257(-9) 2657->2801(+144) 9042->9262 (+220) 13034->13738(+704)
C Header 56->57 (+1) 761->799 (+38) 1782->1848 (+66) 2894->3064 (+170)
Ada 12->0 9->0 122->0 556->0

Assembly 2->2 0->0 0->0 24->24

SUM: 324->316(-8) 3418->3600(+182) 10824->11110(+286) 15952->16826(+874)

172 files changed, 3296 insertions(+), 3462 deletions(-)




[1haHbl

[Mopnepxka POSIX napTtmumnn

UactnyHasa nogaepxka ARINC-653 yacTtb 2
Npaneepa ana QorlQ P3041 Ethernet
CeteBou ctek (IPv4+UDP+TFTP)

gdb cepBep onga otnagky agpa Ha xenese

Mera uenb - cepTUudPUKaLUMOHHBLIN NaKkeT
TpeboBaHMUS
ON3anH NPOEKT
TECTbI
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Anekceun XopoLunrnos
khoroshilov@ispras.ru
https://forge.ispras.ru/projects/chpok
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NHCTUTYT cucTemMHoro nporpammuposaHusa PAH
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