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Disclaimer

[loknagyuvk BbICTynaeT OT CBOero uMeHwu. [loknagyvk He genaer
KaKnX-rinbo noninTn4ecknx NnpmssIiBOB 1 3asiBneHnin. JJoknagymk
npurnawaet Bac kK caMoCcToAaTeNbHOMY U3YYeHUI0 OCBELLaeMbIX
TeM, HO He HECET OTBETCTBEHHOCTHU 32 HapyLUeHne CHa,
nuuieBapeHns n nodon matepumanbHbin U HemaTepuanbHbIn
yuepb.



Crypto is about Cryptography



be3 npaButenen, 6e3 nnaepos, HEMNOABMACTHOCTD,
HEe3aBUCUMOCTb.

“Law and freedom without force” - I. Kant

TAXATION

JlnbepTtapmaHcTBO

IS THEFT _
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/0-

1975 (May) - Public Key Cryptography
public key
Ke <
Y private key

1975 (Dec) - Multiuser cryptographic techniques
(official publication June, 1976)
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/0-

Secure communication over insecure channels
1975 (August), Ho BbIxoanT Tonbko B 1978 (April)

Ralph Merkle



/0-

1976 (May) - exponential key exchange

1976 (November) - New Directions in Cryptography

“We stand today at the brink of a revolution in cryptography.”



Ron Rivest

Adi Shamir

; Leonard Adleman
& 1977 (April)

1978 (Febrary) - CACM

A Method for Obtaining Digital Signatures and Public-Key Cryptosystems
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David Chaum

80-

1981 - “Untraceable Electronic Mail, Return
Addresses, and Digital Pseudonyms”

CRYPTO 82

IACR - International Association for Cryptologic
Research

“Blind Signatures for Untreaceable Payments”

CRYPTO 83

1985 - “Security without identification: Transaction
Systems to Make Big Brother Obsolete”
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80-

“[Crypto Anarchy] will alter completely the nature of
government regulation, the ability to tax and control
economic interactions, the ability to keep information
secret, and will even alter the nature of trust and
reputation.” Timothy May, 1988



Cypherpunks



Timothy May

30-
1988 - The Crypto Anarchist Manifesto

1994 - The Cyphernomicon
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90-
1990(July) - Electronic Frontier Foundation, EFF

John Gilmore



Phillip Zimmerman

90-
1991- Pretty Good Privacy
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90-
1992 - Timothy May, Eric Hughes, John Gilmore
cipher + cyberpunk = cypherpunk
Cypherpunks mailing list

1993(March) - A Cypherpunk’s Manifesto



A Cypherpunk's Manifesto

e B anekTpoHHbI BeK AN OTKPbITOro obLiecTsa
HeobxoauMa KoHUaeHUNanbHOCTb

e Mbl He MOXEM OXxmaaTb, YTO NPaBUTENLCTBA,
koprnopauun u apyrme 6e3nvkue opraHmsauum
NpenocTaBAT HaM KOHUAEHUMaNbHOCTb

e Mbl AOMKHBI 3aWMTUTL HaLWY COOCTBEHHYO
KOHDUAEHUNANBbHOCTb, ECIN OXNOAaeM UMETb XOTb
KaKyr-TO.



A Cypherpunk's Manifesto

e LlndpponaHkn nuwyT KO4

e Mbl 3HaeM, YTO KTO-TO JOJMKEH HanmucaTb codT Ans
3alMTbl KOHUAEHLUMANBHOCTU... U Mbl cOOMpaeMcs

3TO caenarb.

Tim May, John Gilmore, Eric Hughes, Whit Diffie, Nick Szabo



90-00

1994 - DigiCash (David Chaum, Nick Szabo)
1997 - Adam Back - HashCash / PoW

1998 - Wei Dai - bmoney
1997-2000 - Julian Assange - deniable encryption



Julian Assange: B M1pe BOBCIO UAEeT BOMHa 3a byayliee
obLLeCTBEHHOE YCTPONCTBO, HO Anst BONbLUMHCTBA OHA HEBMONMA.
C oaHOM CTOPOHLI, B HEW Y4aCTBYIOT rocyaapcTBa 1 Koprnopauuu,
CBsI3aHHble Apyr C APYromM, — OHM NOBCEMECTHO LUMUOHAT 3a HaMMW.
iIM NpOoTUBOCTOAT LWUNGPONaHKN — MacTepa nporpaMmmMmmnpoBaHnsa U
Kpuntorpadun ¢ akTUBHOU rpa)kgaHckon nosunuymen. MMeHHo B
Heapax aToro AsmwkeHusa 3apoguncsa WikiLeaks.



Wei Dai: a BocxuLeH kpuntoaHapxuen Tumotn Mas. B otnuuunm
OT coobLecTB, TPAaAULMOHHO aCCOLUNPYIOLLNXCHA CO CNIOBOM
“aHapxua”, B KpMnToaHapXnu npaBUTENbLCTBO HE MNPOCTO
BPEMEHHO YHUYTOXEHO, a 3arpeLleHo n He TpebyeTca.

OTO coobLLEeCTBO, rae yrposa Hacunms 6eccusribHa, NOToOMY 4YTO
Hacume HEBO3MOXHO, MOTOMY YTO €ro y4aCTHUKN HE MOTyT
ObITb CBA3aHbI C UX peanbHbIMU UMEHAMN U MECTONMOSIOXKEHNEM.



2000-

2001(Jule) - Bram Cohen - BitTorrent



2000-
2008... Satoshi Nakamoto - Bitcoin
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