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Our Agenda

JleT Mu criuk GpoM Mau XapT UH UHTJIUII

/A

0 yem Kak sTo IIpoaymbiBaemM

o - Pa6oTaem O6cyxagaem
3TO MBI pa6oTaeT? Hally UAel




0O yem

3TO MbI? FO renSiCS

C6op AaHHbIX
- Kak A0Ka3aTb, YTO 3TO MMEHHO AaHHblE N3 NCTOYHKKA X?

- Kak gokasaTb, YTO HU OAMH 6UT MHGOPMaLUN He yTepsH?

13BneyeHune Ll,l/l(l)pOBbIX YUK
- O6bpaboTka NoNyyYeHHbIX JaHHbIX

(noByLLKW, false-positives, LULnGpoBaHMe, cTeraHorpadpus)

OTyeT aKcnepTa-KPUMUHANNCTA

- O60CHOBAHHOCTb C TEXHUYECKOM TOUKN 3peHns
- lencTBMA B paMKax 3aKoHa




Stage 1: Memory acquisition

DEFT Target: Physical memory

Digital Evidence & Forensics Toolkit

CLI:
e dfcldd
e AFFLIB * Disk Imaging O
® TLibewf 56°°°\e
IDE / SATA/ USB or v Bridge Harddisk
SCS| cable : Firewire cable IDE / SATA |DE / SATA
GUI-based: B/~
e ATR USB
IDE / SATA / SCSI Notabook Bridge 1T
IDE/ SATA |DE /SATA
Commercials:

Encase, X-Ways
Forensics, etc.



Stage 1: Memory acquisition
Target: RAM




0 yeMm
3TO MbI?

Where to fail

©

Rootkits

Kernel-level

User-level

- He3HAYNUTEIbHBIN
YPOH;

- MOAM(UKAIUS
CUCTEMHBIX KOMaH/I

(Is, ps, du, df);

- U3MEHEHHE
nH(pOpMaIINH O IUCKE,
3aIyIeHHbIX
Ipoleccax u 1mp.

- CEpbE3HBIN YPOH;

- mogudukarus OC mst
MIPOU3BOJIbHBIX PEAKIUI
CHCTEMBEI,

- TIO3BOJISICT MIPSATATh
daiinel, 610KH
buznueckoii u
BUPTYaAJIbHOHN MaMsTH;

Malicious activity

Kernel-level (ctd.)

- IOJAMEHSAEM ApABEPHI
- 00X0/IUM BUPTYyaJIU3AIUIO
aMsATH

- nogmenseM shared libraries
(He cpaboTaer B ciyyae
CTaTHYECKOM JINHKOBKH )

?

Decay (%)
HF 282 & 8K & & 8 B

8

Memory losses

o 6
Seconds without power




Stage 2: Extract digital evidence

Hands-on

- A0JITO, pPUCKOBAHHO

- KPOTIOTJIUBO

- IIO3HAaBATEJIbHO

- pa3HOO6pPaA3HO

},O

Automate

- OBICTPO
- abJIOHHO
- He Ha BCe C/Iy4yau KU3HU

- dopMaiu30BaHO



Stage 2: Extract digital evidence

[
) Rekall
second é LOOK

Belkasoft

eeeeeeeeeeeeeeeee



Stage 2: Extract digital evidence

“w" === PREPARE VOLATILITY ===
BuUlLD OWN PROFILE

v/ Module.dwarf

v System.map
v/ Load built profile
v Ready for stage 2



Startpack

N

@ python" & a

L, plugins
L linux
L, common

l, AbstractLinuxCommand

render_table() L <YOURCLASS>
render_text()

calculate() —p

render_custom_format()

ask Google For help


http://tomchop.me/2016/11/21/tutorial-volatility-plugins-malware-analysis/

3HaKOMUMCS € rpadnyeckmm CTEKOM

Linux
User-space, kernel, hardware

AHanusnpyem NHGOpPMaLIOHHbIE

MOTOKWN
Kak “poxpgaeTca” kapTrHKa

Kak sTo
pa6oraert?

[lenaem BbIBOAbI
Kak 3T 3HaHUSA npunMmeHnMbl 4n4 Hallero I/ICCJ'Ie,ZI,OBaHI/IFI?




Linux Graphics Stack

Behind the scenes
2D application's

rendering
User-space | Application |
Layer A T
y XCB / Xlib
Send ;:EXtUI"ES
Send X11 drawing on the wire
commands { | via ;gHM
[ X-Server }

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Linux Graphics Stack

Behind the scenes

DRM Auth
Get cookie()

| Application

D cookie g
R cookie

L
M auth(cookie) X-Server /

| Compositor
answer |DRM_MASTER

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Kak ato
pa6ortaeTt?

Linux Graphics Stack
Behind the scenes

GEM Sharing

D
R
M

Flink{buffer)

Application

GEM handle

open(handle)

handle

Compositor

Buffer:

- GEM buffer ptr

buffer

-

J

GEM handle:

-uint32 t

- global

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

DMABUF Sharing

D
R
M

Share({buffer)

Buffer:

- GEM buffer ptr

Application]
fd

{unix socket)

fd
open(fd)

Com positor]
buffer -
DMABUF fd:

- non-guessable

- purely local


http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Kak sTo
pa6ortaeTt?

XC2 =0

Linux Graphics Stack

Behind the scenes

XSHM

shm_open(name) / fd

mmap(fd) / ptr

shm_open(name) / fd

Application

name

B mmap(fd) / ptr

Name:
- const char*

| Compositor

ptr

ptr

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

VM 1

RAM
)



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Kak sTo
pa6ortaeTt?

Linux Graphics Stack

Applications

nexuiz

gtk

ot

Rasterizer

If UCS*

User space
Xorg
mesa
ddx
’05‘0(@
o
5 X-server libdrm

Kernel space

intel

drm radeon

nouveau

Hardware

CPU

GPU

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Linux Graphics Stack

Process
User space

specific driver API generic DRM API (including GEM & KMS API)

’ DRM
core

DRM driver GEM KMS

N —I>

Video Card

framebuffer

2 2015 Javier Cantero - this work is under the Creative Cornmons Attribution Sharediike 4.0 license Version 1

https://en.wikipedia.org/wiki/Direct Rendering_Manager#/media/File:DRM_architecture.svg



https://en.wikipedia.org/wiki/Direct_Rendering_Manager#/media/File:DRM_architecture.svg

Kak sTo
pa6ortaeTt?

Graphics translation table

Linux Graphics Stack

Providing the GPU with easy access to the Host RAM

Process virtual address space (VM)

/ A\
£ 1 i N o\ \Physucal address
| 2z CIA
gg - o
GPU virtual address (VRAM + GART) »“f\

Location of the address/memory:

CPU

GPU

RAM

GTT/GART(references RAM) |

Device



Linux Graphics Stack
CPU & GPU Memory requests routing

Logical Physical Physi —
CPU sdaress 1 MMU |3ggress > CROSSBAR |_ysical | GPU

i address
PhysicaIT \
address Device
GPU fe awy [y lOMMU | S

Device

Glossary: Page Page
MMU: Memory-Management Unit Table Table
IOMMU: Input/Output MMU

BIOS: Basic 1/O System

Location of functions:

[ Jeru [ Jchipset [ Jepu [ |ram [ ]Bios [ ]Device



OZAHVM BbICTPENIOM ABYX 3aiLieB
v o3HaBaTenbHO A4 Hac, BKJ1aZd B KOMMbBbHOHUTHA

ApXNTEKTYypHOe peLleHne
CTek TeXHONOrU, 3aa4n, 3Tanbl, 34KahA

IIpoaymbiBaeM 1
Hally uaero P YT06bI He CTLIAHO 6bINO NOKasaTb




YOUR PLAN.
=

o
B

REALITY.



Graphics memory mapped into RAM

01:00.0 VGA compatible controller: Advanced Micro Devices, Inc. [AMD/ATI] Caicos XTX
[Radeon HD 8490 / R5 235X OEM] (prog-if 00 [VGA controller])
Subsystem: Hewlett-Packard Company Caicos XTX [Radeon HD 8490 / R5 235X OEM]
Flags: bus master, fast devsel, latency 0, IRQ 27
Memory at e0000000 (64-bit, prefetchable) [size=256M]

lspci




system.map:
fFffffff81aa8360

address

pci bus_type

™~

D
\\\\\\\‘ symbol name
data section initialized

global symbol

PCl devices presentation in Linux Kernel

system.map sample:

000000000000a020
00000000000V a080
000000000000a0CO
000000000000a100
000000000000ale0
000000000000ale8
000000000000al1f0
000000000000a240
000000000000a440
000000000000b700

Q U o O U U U U U o

cpu_llc_id
cpu_core_map
cpu_sibling map
cpu_info
cpu_number
this_cpu_off
x86_cpu_to_apicid
pmc_prev_left
cpu_hw_events

bts_ctx



PCl devices presentation in Linux Kernel

CtpykTypa sysbus_private - JaHHBIE qpanBepa

struct bus_type {

struct subsys_private *p;

Haxoaum no uzBectHomy casury (DWARF)



PCl devices presentation in Linux Kernel

Crpykrypa klist klist devices - cBa3ubiii ciucok PCI ycTpoiicTB

f ( Iist_hea(h‘
struct klist node

struct subsys private lA

: 1}/
D-ila-
_ </

struct device private




PCl devices presentation in Linux Kernel

pci_dev.class - PCI xnmacc u mogkiacc ycrporictia (0:1 u 3:0 a1st Busieo)

struct resource -MMIO & PMIO yuactku mamsitu

struct device_private { struct pci_dev { struct resource {
ce . resource_size_t
struct klist_node unsigned int class; start;

knode_bus; S struct device dev; resource_size_t
struct device struct resource end;

*device; resource[];

1
}s }



PCl devices presentation in Linux Kernel

~ B nn loba mecsen A\

struct device private | Sstruct pci_dev

Kiist node knode bus - ( unsigned int class

void *n_kiist Struct resource
resource{DEVICE_COUNT RESOURCE]

resource size tstar

resource size tend

- -3 struct list_head n_node const char "name
struct device

\ struct list_head *next struct resource *sibling
—> .
struct device *device GO by p0|nter

............... b

> Go by offset

Let’s help Tux find all video PCI devices! _



Pixel representation

— _/
—~

~_u32 bits per pixel;

__u32 line length;

struct fb_bitfield red;
red.offset;



Plane representation
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Serial plane representation

Surface width

Surface height Used pixels

O e:
S @nis
S @l
2O
L @00
Do
- ~ “A‘“ —~
o el ls=l=
J @8 )0

@&

_
. Surface pitch



Pa6oTaem

MHOro paspo3HeHHbIX KagpoBbix Oydepos C
pasfiM4HON reoMeTpmen n napameTpamm OTPUCOBKN
MoXHO uc

Image

Image Type
Cffset
Width
Haignt

Palette

Offzet:

Pafatts Fle

i Ryw Dat

Palatte Type:

RGB Alphs

#, G, 8 {normal)

[ang)

cnefgoBaTb BPYYHYHO?

Retrieving images

9 Cancal

n Open




Guessing chunk line width
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