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Tor Is
distributed



Every server is VOLUNTEER






ﬁ The larger the
network



The greater
the anonymity
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<> Launched
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¥ Mozilla Firefox
BROWSER ¥ Out-of-the box
¥ Tor inside




¥ Private chats

Tor ¥ Anonymity
Messenger ¥ Tor inside
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Who are users?

20



Just
people




@ Journalists

\ &

- Bloggers




Police Q

&

friends @D




Business




Military







Crime




WHY
DEEP WEB?




Because
HIDDEN Services!
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WikilLeaks:

http://suw74isz7wqzpmgu.onion




HOW
does it
WOrK?



¥ Connects with Tor
¥ Has installed soft

¥ Any PC




¥ Speaks with Client

¥ Encrypts data
¥ Retranslates data
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> ¥ Speaks with Exit



X Speaks with Middle

Endpoint

¥ Encrypts data ﬁ ~
¥ Speaks with Endpoint ¥




Tor Client

Default circuit

s REEEEEEEE » Encrypted connection

Gy JUST CONNECEION

Endpoint
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Tor Client
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Directory server

‘Illllllll’ EncryptEd Connection

Step #1

Endpoint #1

Client
receives the
list of all Tor
nodes from
directory
server —

Endpoint #2
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Step #2 <--======xP Encrypted connection

G—) |USt CONNEcCtiOn

E Cllent D D EndeInt 1
“"

Client
initializes the
random path
through the
network

Directory server
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Step #3 <--======xP Encrypted connection

G—) |USt CONNEcCtiOn
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VIYTH #1
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TOR IS
COMPLETELY
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) 0 Revenue:
Silk Road 9.5 min BTC

@ Silk Road x
B! \‘:

Search

Closed by FBI

Used to be the biggest Drug Store Fou nder i
life sentenced







Passive

Attacker only observes
traffic, without
modifying it

Attacker observes and
modifies traffic
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Classification

# Resources Attacks
1 | Corrupted entry guard e \\ebsite fingerprinting attack
2 | Corrupted entry and exit nodes |e Traffic analysis
e Timing attack
e Circuit fingerprinting attack
e Tagging attack
3 | Corrupted exit node e Sniffing of intercepted traffic
4 | Corrupted entry and exit nodes,|e Browser based timing attack with
external server JavaScript injection
e Browser based traffic analysis attack
with JavaScript injection
5 | Autonomous system e BGP hijacking
e BGP interception
e RAPTOR attack
6 |Big number of various|e Packetspinning attack
corrupted nodes e CellFlood DoS attack
e Other DoS and DDoS attacks
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The Idea:

Data mining Machine learning



Attackers strategy

Tor Client

website

.. Classifier Website
Data mining .. L.
DB training recognition



Feature extraction levels

Cell 1 Cell 2 Cell 3 Cell 4 Cell 5
Cells
/
| |
Record 1 Record 2
TLS
/ |
i | |
TCP Packet 1 Packet 2 Packet 3




Attack as a classification problem

Classes

Tracked

websites Other
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192.168.4.53
95.85.8.226
95.85.8.226
192.168.4.53
192.168.4.53
95.85.8.226
192.168.4.53
95.85.8.226
95.85.8.226
192.168.4.53
192.168.4.53
95.85.8.226
192.168.4.53
192.168.4.53
95.85.8.226
192.168.4.53
95.85.8.226
192.168.4.53
95.85.8.226
192.168.4.53
95.85.8.226
95.85.8.226

Problem?

95.85.8.226
192.168.4...
192.168.4...
95.85.8.226
95.85.8.226
192.168.4...
95.85.8.226
192.168.4...
192.168.4..
95.85.8.226
95.85.8.226
192.168.4...
95.85.8.226
95.85.8.226
192.168.4...
95.85.8.226
192.168.4...
95.85.8.226
192.168.4...
95.85.8.226
192.168.4...
192.168.4...

TLSv1.2 599
TCP 56
TLSv1.2 599
TCP 56
TLSv1.2 599

TCP

TLSv1.2

TCP

TLSv1.2

TCP

TLSv1.2

TLSv1.2

TCP

TLSv1.2

TLSv1.2

TCP

TCP

TLSv1.2 599
TLSv1.2 599
TCP 56
TCP 56
TLSv1.2 599

Application
443 - 63506
Application
63506 — 443
Application
443 -+ 63506
Application
443 - 63506
Application
63506 - 443
Application
Application
63506 -+ 443
Application
Application
63506 - 443
443 - 63506
Application
Application
63506 — 443
443 - 63506
Application

Data
[ACK]
Data
[ACK]
Data

Data
Data
[ACK]
[ACK]
Data

Seq=1 Ack=544 Win=164 Len=0 TSval..
Seq=544 Ack=544 Win=4079 Len=0 TS..
Seq=544 Ack=1087 Win=164 Len=0 TS..
Seq=544 Ack=1630 Win=162 Len=0 TS..

Seq=1630 Ack=1087 Win=4079 Len=0 ..

Seq=2173 Ack=1630 Win=4079 Len=0 ..

Seq=2716 Ack=2173 Win=4079 Len=0 ..
Seq=2173 Ack=2716 Win=166 Len=0 T..

Seq=3259 Ack=2716 Win=4079 Len=0 ..
Seq=2716 Ack=3259 Win=164 Len=0 T..

The Oracle problem!



[ N N TorWFTool (Local version)

Data collection Model Test Monitored webpages

Choose number of instances Classifier is not configured Enter url for testing classifier

e * AN+ T - 2 1alls
O | NP iorvy QoLonon)
~ v

0 5 0 1% 20 25 30

= Predicted label will be displayed here
Choose mining folder ‘ Choose already created classifier

‘ Choose ' ’ Test classifier on entered url \

Mining options are not

configured yet. You have to Create new classifier

Test classifier on a dataset
choose folder.

yourclassifiername.pik | Choose dataset

Progress of uploading data will l

Trainfile | Create
be shown here

No dataset to use for testing

Update classifier
There will be 1 traffic instance

colloctud for ok Wahaits ’ Choose ’ 1 Tt aet } Predicted accuracy unvailable

Start Mining ‘ Update classifier } ’ Test classifier on a dataset

[19/05/2016 00:16:41]: Program is ready.

| Edit Choose




Traffic
Instances

Uploads
per website






