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Machine Learning

How to use ML in cyberattacks?

How can we use ML to protect
from cyberattacks?




Key part of evolution
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ARTIFICIAL INTELLIGENCE

Programs with the ability to
learn and reason like humans

MACHINE LEARNING

Algorithms with the ability to learn
without being explicitly programmed

DEEP LEARNING
Subset of machine learning
‘in which artificial neural
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Types of ML
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Supervised Machine Learning

How Supervised Machine Learning Works
STEP |

STEP2
Provide the machine learning algorithm categorized or
“labeled” input and output data from to learn

Feed the machine new, unlabeled information to see if it 1ags
new data approptiately. If not, continue refining the algorithm
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Unsupervised Machine Learning

How Unsupervised Machine Learning Works

STEP| STEP2

Provide the machine learning algorithm uncategorized,
unlabeled input data to see what patterns it finds

Observe and learn from the
patterns the machine identifies
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34%

Report their organisation has
experienced a damaging
cyberattack in the last 12 months

3%

Plan to use more Al/ML tools in
2019

12%

Agree that as long as their
protection keeps them safe from
cybercriminals, they do not care if it
uses Al/ML

84%

Believe cybercriminals are using
Al/ML to attack organisations



Who is going to win the battle?




How to use ML In

cyberattacks?




Creating fake news, deepfakes

Phishing mails generator

Generates malware examples, that are able to bypass black-box
ML-based detection models

Already

Password cracking

implemented...

Searching and attacking system vulnerabilities




Cyber Kill

Chain Model
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Research, identification, and selection of targets

Palring remote access malware with exploit into a
deliverable payload (e.g. Adobe PDF and Microsoft
Office files)

Transmission of weapon to target (e.g. via emall
attachments, websites, or USB drives)

Once delivered, the weapon’s code is triggered,
exploiting vulnerable applications or systems

The weapon installs a backdoor on a target's system
allowing persistent access

Outside server communicates with the weapons
providing “hands on keyboard access” inside the
target’s network,

The attacker works to achieve the objective of the
Intrusion, which can include exfiltration or
destruction of data, or intrusion of another target
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How can we use ML to

protect from cyberattacks?




To identify anomalies

To identify suspicious or unusual behaviour

Al reg dy Detect and correct known vulnerabilities

implemented

Detect and correct suspicious behaviour




Types of
solutions »
which use ML

Anti-fraud & Identity Management
Malware classification

Spam identification

DNS analytics

Mobile Security

Predictive Threat Intelligence

Behavioural Analysis & Anomaly Detection
Automated Security Cyber-Risk Management
App Security

loT Security

Deception Security

Analyst automation
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What are the problems?

v

adversaries and
their tactics are
moving targets

benign network
activity is almost
never normal

insights must be
both accurate and
actionable

every false positive
costs time and

money
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Cybersecurity solutions must evolve

ADVANCED ATTACKERS CYBER CRIME FOR GROWING
AND TECHNIQUES SALE COLLATERAL DAMAGE



hank you for your attention!




