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Jconepriamne

1. CTaTUYECKMN aHaNN3: KPAaTKMIN SKCKYPC

2. MpumeHeHMe cTaTUYEeCcKOro aHaam3a B BbICLLEN LLKOE

3. Micnonb3oBaHMe B CTYAEHUYECKUX U OTKPbITbIX MPOEKTaX



CTaTUYeCKMMN aHaANU3: KPAaTKUU IKCKYPC




I KaK yayywintb KayecTtso KoAa

= [lenatb cpa3y NpaBUIbHO

= OHUT-TecCTbl

* PerpeccMoHHoOe TeCTUpOBaHue
= Code review

" ...a MOXHO NN KaK-HMbyab elle?

" MoxHo! Hanpumep — aBTOMaTHnyeckune cpeacrsa
aHaNn3a



I ABTOMaTHU4YeECKue cpeactsa aHanu3a Koaa

= CTaTUYyecKne aHan3aTopbl: Ko nposepseTca 6es ero
BbINO/IHEHUA

* InHamun4yeckume dHA/IN3aTOPbl. KOA NMpoBepAeTCAa BO
BpemA ero sblno/JIHEHUA

= Obe meTo40N0MMMN OT/IMYHO AOMONAHAIOT APYr APYra



I LleHa ncnpasneHna ownb6KN

A

Relative cost to fix bugs,
based on time of detection
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A Coding < Acceptance
Architecture Component Testing Testing Post-release



I HepocTaTKU CTaTUYECKOro aHanumsa

" imeeT NoXHble cpabaTbiBaHMA
®= CNOXXHO C MHOTOMOTOYHOCTbIO

" [MonHOCTbIO He ns3basnaeTt ot code review



I J10CTOMHCTBA CTaTUYECKOro aHanamsa

*" [TonHOCTbIO NOKpPbIBAET KoA
" 3HaYUTEeNbHO bbICTPEE, YeEM AMHAMUYECKNIN aHANN3

" bonee ynobeH ana 60nbLLINX NPOEKTOB



I J10CTOMHCTBA CTaTUYECKOro aHanamsa

" MorkeT npoBepuTb code style nnm coorsetcTeue
cTaHaapTy KoanposaHusa (MISRA, AUTOSAR C++)

= [Ipocm 8 ucrnosb308aHUU

" [fomoraeTt nporpammmncTtam oby4yaTtbca n oby4yaTb



[lpumeHeHue cTaTuyecKoro aHann3a B

BbiCLLUEeU WWKone
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I [lpenogasatenam

" [IpoBepKa AOMALIHUX 3a0aHUN

" [IpoBepKa KypcoBbIX paboT

= JKOHOMWA BPpemMeHU npenogasaTend
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I CtyaeHTam

Mnagwwui paspabotunk Java
ot 60 000 go 90 000 py6. Ha pyku

000 Cepebpaxas Nyna v

® MNaseneyran, @ MNaseneurkan, @ MNponetapckan, Mockea, OepfeHesckan HabepexHan, 11

OTKNUKHYTLCA W

TpebyeMmuii oneiT paboTel: 1-3 roaa
MONHaR 3aHATOCTS, THOKMIA rpadnK ‘nucka TpeboBaHui
), CTAaTUYECKOro aHan13a koaa v

B CBA3M C PA3BMTHEM NPOAYKTOBOM NMHERKN Mbl MLLEM junior-pa3paboTukka, CTYAEHTA UMK MONOAOTO CNELUWANKCTA B
KOMaHay Java paspaGoTku.

OBA2aHHOCTH:

- PaspaGoTka pacluMpernil ANA NNaTgopMel SonarQube B COCTaBE KOMaHb!
- Co3jaHKe NOTMKM NPOBEPKN MCXO/IHOTO KOflA HA OCHOBE MMEIDWETOCA NETANBHOMD CMUCKA TPEGOE .kt
- Yao6HaA W KpacHeas pazpaloTia Ha Java ¢ HCNONb30BaHUEM METOAMK TDD, CI/CD, CTATHYECKOND aHankaa koaa 1 T.n.

TpeGoBaHMA:
- 3xanue Java Core
- MMHHMaNLHBIA ONBIT B Java, pe3ynsTaTel NPOXOMAEHHA KYPCOB 12



I CtyaeHTam

DevOps utxeHnep (CMake)

ot 150 000 py6.
Baprcuns, LieHTp undpossix TEXHONOT WA v C )
@ BacuneocTposckan, ® Mpumopckan, ® CnoprueHanr, CankT-NeTepSypr, Manwit np.BO, 54 . 1€ CTAOUNBHOCTH I
k4 WARTSILA y "
MIEHHE CKOPOCTH COOPKM U Uk,
OnomknyToen R fanucanune groovy CXpunTos Ans Jenk,

¢ Nepesoa cucTemeb! COOPKM HA HOBLIN CTe
Tpedyembia onuiy padoTel: 3-6 ner nepesoa cOOpoYHON cHcTembl ¢ Visual St

MONHaR" 3aHATOCTL, NONHLIA AeHb
~ BHeapeHne CTaTHYeCKOro aHanuaa Koaa H
Komnauua Baprcuna Linbpoesie TexHonori uier DevOps HHXeHepa Ha NPOeKTh: paspalboTkH HOBOTO NOKONEHUA

CY0BOM0 HABHIALMOHHOTO NPUNOKEHNA. = Buinycx npecobpaHHbIX NAKETOB CTOPOHHI

3ana4m DevOps HHXeHepa: CaMONUCHOM peanu3aymu Ha Conan

MNoagepxKa u PasBUTUE CHCTEMbI HENPEPLIBHON MHTETPALMM KPOCC-NNATMOPMEHHOTO AECKTONHOM NPOAYKTA B YaCTH ™ \unycx HECKONbKMX B3ANMOCBA3AHHDY

— Nosbiwenue cTabuNbHOCTH NPOXOKASHWA WHTEMPALMOHHBIX TECTOB.
— [osbilweHne CKOpoCcTH COOPKM ¥ MHTErPaUHOHHbIX TECTOB
— Hanucaxue groovy CKpHNTOE ANA Jenkins

— Mepeson cucTemb: COOPKN HA HOBLIM CTEK TEXHONO™ ™  _.mEP: nepesos cbopku Gubnuotexu co scons Ha CMake,
nepeson cO0PO4YHON CHCTEMBI C Visual St w1t Ha Visual Studio 2019/

— BHeApeHHe CTaTHYEcKoro aHankaa koaa Ha 6ase PVS-Studio u SonarQube.

— Bbinyck NpecoSpaHHbiX NAKETOB CTOPOHHNUX GHONUOTEK M BHYTPEHHUX NPOAYKTOR. Mepeson NAKETHON CUCTEMbE C
CaMOnNUCHOM peanusaywu Ha Conan

— Bbinycx HECKONbKMX BIAWMOCBR3aHHbLIX NPOAYKTOR U3 obuen xonoson 6a3sl 13
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" ObyyeHuMe pa3BMBaAOLLENCA TEXHO/IOTNN

= CamocTosiTenbHasa npopaboTKa npobaem
" ObneryeHue npouecca pa3paboTKu

" 3HAKOMCTBO C nNaTTepHamm oNOOK
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I Mpumepsbl natrepHoB (Vangers)

void aciPackFile(....)

{

int sz,szl1;
char *p,*pl;

p = new char[sz];
pl = new char[szl];

delete p;

delete pl; h'



I Mpumepsbl natrepHos (Vangers)

void aciPackFile(....)

{

int sz,szl1;
char *p,*pl;

p = new char[sz];
pl = new char[szl];

delete p; [/ <=
delete pl; // <=




I Mpumepsbl natrepHoB (Vangers)

void aciPackFile(....)

{

int sz,szl1;
char *p,*pl;

p = new char[sz];
pl = new char[szl];

delete [ ] p;
delete [ ]| p1;



I Mpumepbl nattepHoB (Apache HTTP Server)

static void MD4Transform(
apr_uint32 t state[4],
const unsigned char block[64])
{
apr _uint32 t a = state[@], b = state[l],
c = state[2], d = state[3],
X[APR_MD4 DIGESTSIZE];

/* Zerolze sensitive information. */
memset(x, 0, sizeof(x));
} -
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I Mpumepbl nattepHoB (Apache HTTP Server)

static void MD4Transform(
apr_uint32 t state[4],
const unsigned char block[64])
{
apr _uint32 t a = state[@], b = state[l],
c = state[2], d = state[3],
X[APR_MD4 DIGESTSIZE];

/* Zerolze sensitive information. */
memset(x, 0, sizeof(x)); /] <=

}
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I Mpumepbl nattepHoB (Apache HTTP Server)

static void MD4Transform(
apr_uint32 t state[4],
const unsigned char block[64])
{
apr _uint32 t a = state[@], b = state[l],
c = state[2], d = state[3],
X[APR_MD4 DIGESTSIZE];

/* Zerolze sensitive information. */
memset s(x, @, sizeof(x));

}
*nn ucnonesynte donar -fno-builtin-memset! 2
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" ObyyeHuMe pa3BMBaAOLLENCA TEXHO/IOTNN

= CamocTosiTenbHasa npopaboTKa npobaem
" ObneryeHue npouecca pa3paboTKu

" 3HAKOMCTBO C nNaTTepHamm oNOOK
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Ucnonb3oBaHUe B CTyAEHYECKUX U

OTKPbITbIX MPOEKTax
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I [naBHOe — perynapHoOCTb

* MaKcmmanbHaa Nosib3a OT CTaTUYEeCKOoro
aHa/IM3a AOCTUraeTCca TOJIbKO NPU peryiapHoOm
MCMNoJsib30BaHMK!
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I [naBHOe-perynapHoCTb

A

Relative cost to fix bugs,
based on time of detection

30x

25x

20x

15x

10x

5x
0x
Requirements / i Integration / System Production /
A Coding < Acceptance
Architecture Component Testing Testing Post-release
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I NoaxopAawme ctaTudeckme aHaiM3aTopbl

* PVS-Studio * BonblUOU CNUCOK
» Clang Static Analyzer CTAaTUYECKMX aHANIN3ATOPOB:

* Cppcheck
* |Infer
* |IntelliJ IDEA

* FindBugs
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I BHeapeHue aHanusa

1. Knaccmyecknin cueHapmim pa3paboTKu
(B odpunce)

2. Pa3paboTka cTyaeHUYECKUX U OTKPbITbIX MPOEKTOB
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I Knaccuueckumn cueHapumi

" JIOKanbHO HAa KOMMblOTEPAX pa3paboTumKos (narnHbl Ana
IDE, cuctembl MOHUTOPUHIA KOMMUAALUN)

GRS R o > ) X
." .‘.’r{.< -;ls".wvg, |
. | . | )4
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I Knaccnyecknm cueHapui

" B cuctemax HenpepbiBHOM MHTEerpaumnm (command-line
YTUAUTBI, NnaruHbl ana Cl-cuctem, cMCTEMbl MOHUTOPUHTA)

C|rcIeC|

28



I Knaccnyecknm cueHapui

29




I CTyaeHUYeCcKUe 1 OTKPbITble NPOEKTbI

B YEM OT/ITUMUE?



I Knaccnyecknm cueHapui
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I CTyaeHUYeCcKUe 1 OTKPbITble NPOEKTbI
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I CTyaeHUYeCcKUe 1 OTKPbITble NPOEKTbI



I CTyaeHUYeCcKUe 1 OTKPbITble NPOEKTbI



I CTyaeHUYeCcKUe 1 OTKPbITble NPOEKTbI
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I BHeapeHWe aHaNM3aTopa B OTKPbITble NPOEKTbl
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I BHeapeHue aHann3aTopa B OTKPbITblie NPOEKTb!




I KaKk aHannsnposaTb BKa1ag coobLiectsa?
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I Yto aenatb nocne nepBou NposepKu?

Analyzer Output

= Fails6 A ¥ IHigh:1255 IMEdium: 3060 Low: 3250  General Optimization 64-bit Custom MISRA Fa0 Y

W Code MISRA Message

::,' V730 Mot all members of a class are initialized inside the censtructor. Consider inspecting: L.

U7 vl The memory was allocated using 'new T[]' operator but was released using the 'delete’ operator. Consider inspecting this code,
L7 V912 A call of the 'memcpy’ function will lead to underflow of the buffer 'ubuf'.

LoNME4AT Expressicn 'cslev.dwMajorVersion < 30° is always true,

i | ¥5l12 A call of the 'memset’ function will lead to underflow of the buffer 'psDec->sLPC_C14",

L0 M971 Recurring check. The 'if (limit)' condition was already verified in line 30,

L7 Woo4 The condition (mode + 3] is enly false if there is pointer overflow which is undefined behavicr anyway.

i | ¥5l12 A call of the 'memset’ function will lead to underflow of the buffer 'psDec-»outBuf',

L7 V10 Unspecified behavicr. Check the shift cperater "»>'. The left operand is negative (....' = [-2828544..0]).

7 Vol10 Unspecified behavior. Check the shift cperator '»»', The left cperand 15 negative [\....' = [-2147483048..2147483647]).
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I BHeapeHue aHann3aTopa B OTKPbITblie NPOEKTb!




I BHeapeHue aHaIM3aTOpa B OTKPbITbIE MPOEKTDI




I AHanus pull-request’os

Cobupaem
npoekm

Het

lMonyyaem

pasHuyy mexay 3anyckaem

pvs-studic-analyzer analyze -o PV5-5tudio.log -5 .pvs-pr.list eemkamu aHanus

|

3anyckaem aHanus
¢halinos us
nony4YeHHoz20
crucka

. i

KoHeepmupye
noau .

git diff --name-only origin/HEAD » .pvs-pr.list




I KaKk aHannsnposaTb BKa1ag coobLiectsa?
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I [Mocne nepBou NpPoBEPKH

= Suppress-6a3bl — 3TO MeXaHM3M MacCOBOrO
noaasneHUs coobLLEeHUn aHaNn3aTopa

Analyzer Qutput

= Failz6 A ¥ IHigh:1256 IMEdium: 3069  Low: 3250  General Optimization 64-bit Custom MISRA Fa0 Y

4 Mark As False Alarms % Suppress All Messages @b Hide @ Don't Check Files From - [ Analyzed Source File(s) -

W Code MISRA Message

t V730 Mot all members of a class are initialized inside the constructor, Consider inspecting: L.

77 Vel The memery was allecated using 'new T[]' operator but was released using the 'delete’ cperator. Consider inspecting this code.
W3l1Z A call of the 'memcpy’ function will lead to underflow of the buffer 'ubuf'.

77 V547 Expression 'oslev.dwMajorVersion < 30" is always true,

Wal2 A call of the 'memset’ function will lead to underflow of the buffer 'psDec-»>sLPC_Q14"

t Va7l Recurring check. The 'if (limit)' condition was already verified in line 50,

L veod4 The condition (mode + 3] is only false if there is pointer overflow which is undefined behavier anyway.

i | Vo122 A call of the 'memset’ function will lead to underflow of the buffer 'psDec->outBuf',

L | MB10 Unspecified behavior. Check the shift cperator ">>'. The left operand is negative (....' = [-2828544..0]).

0 ¥el1d Unspecified behavior. Check the shift cperator '=»', The left cperand is negative (... = [-2147483648..2147483647]).
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I [Mocne nepBou NpPoBEPKH

= Suppress-6a3bl — 3TO MeXaHM3M MacCOBOrO
noaasneHUs coobLLEeHUn aHaNn3aTopa

Analyzer Output

— Failz0 A ¥ IHigh:El IMEdium:ﬂ Low: O General Optimization 64-bit Custom MISRA Fa0 T

40 Mark As False Alarms ¥ Suppress All Messages @ Hide @ Don't Check Files From ~ @Anal}-zed Source File(s) -
W Code MISRA Message

All analyzer messages were filtered out. Use filter buttons or 'Don't Check Files' settings to enable message display.
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I 3auem HyYXHbl suppress-6a3bil

" Mpadvem cTapble oWnbKM — paboTaem B NPUBLIYHOM TEMME
= C3TOro MOMeHTa BUAMM TO/IbKO HOBbIE npeaynpexaeHus

= [lony4yaem nonb3y ot aHanmsatopa CPA3Y

" CnpATaHHble OWKNOKKN He 3abbiBaem! Bo3Bpallaemca u
MOTUXOHbKY NPaBUM.

46



I Kak paboTtaTtb ¢ suppress-6asom

" OyeHb yaobHbI BapmaHT: MeTo, XpanoBuKa («ratcheting»)

= Konn4yecTtso ownOOK B 6a3e 3aKiaabiBaeTcs B peno3uTopui

= JlonycKaloTcA TO/IbKO Té M3MEHEHMSA, KOTOPbIE HE YBE/IMYUBAIOT
obLlee KoNnyecTso nNpeaynpexaeHmnm
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I Kak paboTtatb ¢ suppress-6asou

B

10500

10000

5500

5000

8500

8000

7300

F000

G500

G000

5500

5000

4500

4000

3500

3000

2300

2000

1500

1000
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SZ-ET

ZEET

ST-ET

LO-ET

GE-TT

SE-TT

0E-TT

TT-1T

B0-TT

S0-1T

FO-TT

0E-0T

SZ-0T

&T-0T

+1-0T

20-0T

Z0-0T

LZ-80

50-20

TE-L0

0T-£0

5Z-90

TE-30

GT-30

+T-90

ZT-90

OT-90

Z0-90

0E-50

BZ-50

FZ-50



I Mone3HbIN AOKNAA NO TEME

* UBaH [NToHOMapéB — HenpepbIBHbIM CTaTUYECKMM aHANN3 KOAA

+ HEISEN

2019 Piter

VBaH NNoHOMapéB

ttttttt
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3aKknw4vyeHue
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= CTaTUYecKni aHanmn3 nomoraet oby4yaTtbea
NPOrpaMmmmnpoBaHunLO

= BaXHO MCMNO/Ib30BaTb €ro pery/isipHo

" BHeapATb CTaTUYECKUN aHaNN3 B OTKPbITblE NPOEKTbI
MOXHO!
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becnaatHaa amueH3una PVS-Studio
ANA pa3paboTunKoB OTKPbLITbIX NPOEKTOB







